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Mpepucnoeue

Llenu 1 npvHLKMNEl cTaHAapTH3IauvM B PoccHAckold @enepauky YyCcTaHoBNeHsl Pene-
paneHbIM 3akoHoM OT 27 pexabpa 2002 r. Ne 184-03 «0 TexHWMYecKoM perynuposa-
HUM®, @ NpaeBuna NpUMEHEHWA HauWOoHAnNbHBIX cTaHpapToe Poccwickon degepauywmm —

MOCT P 1.0-2004 «CraHgapTu3aunsa 8 Poccuiickoid ®egepaunin. OCHOBHBIE NONOMEHWA R

CeeneHus o cTaHgapTe

1 NOArOTOBNEH OfwecTeoM ¢ OrpaHM4eHHOW oTBETCTREHHOCTL «LleHTp Gesonac-
HocT vHdopmauuky (000 «LUBW»), ®enepansHeiM aBTOHOMHBIM yYpexaeHwem «[ocynap-
CTEBEHHLIA HAY4YHO-WCCNENOoBaTENbCKMA WMCNLITATENEHLIA WHCTUTYT npobnem TexHWdecKoW
3aWKnTEl MHbopMmaunu @efepansHol cnyxbbl N0 TEXHWYECKOMY W SKCNOPTHOMY KOHTDOMH»
(DAY «THAWKW NT3W @CTIK Poccuus)

2 BHECEH TexHu4eckumM KOMWTETOM NO cTaHgapTuzauwu TK 362 «3awuta uHdopma-

LN ®

3 YTBEPXOEH W BBEJEH B OEWCTBME npukazom denepansHoro areHTcTsa no

TEXHWMECKOMY PerynNUpoBaHno W meTponori oT 8 Hoabpa 2013 r. Ne 1339-cT

4 HacTosAwMA cTaHoapT WMOeHTUYeH MexgyHapogHomy craHgapTy MCOM3K 15408-
2:2008 «WrdopmaumonHan TexHonorna. MeTtogel M cpegcTea obecneveHwsa DeaonacHOCTW.
Kputepuu ougHkM Be30onacHoCcT MHOPMALMOHHBIX TeXHoNorMA. YacTe 2. OyHKUWOHANBHLIE
komnoHeHTel BeaonacHocTur (ISOJIEC 15408-2:2008 «Information technology — Security
technigues — Evaluation criteria for IT security — Part 2: Security functional componentss».

Mpu  nNpUMEHEHMM  HACTOAWEro  cCcTaHgapTa  pPexOMEeHOYeTCcA  MCNoNb30BaTh
BMECTO CChINOYHbIX MEXOYHAPOOHbIX CTAHAAPTOB COOTBETCTEYIOWME WM HAUWOHANbHbIE
cTaHaapTel Poccuickol denepaunn, CBEOEHUA O KOTOPbLIX NPUBEAEHLI B OONONHUTENBHOM

npunoxexun OA

5 BBAMEH roCT P MCO/M3K 15408-2-2008
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Mugbopmayus 0 UIMEHEHUAX K HacMoAWeMy cmaddapmy nybnuxkyemca & exez0dHo
uzdasaemomM uHGhOPMAaLUUOHHOM yKkazamene cHayuoHansHebie cmaHdapmel», 8 mekcm us-
MeHeHUl U MoNpasoKk — 8 eXeMECAYHO u3dasaeMbix UHGDOPMAYLOHHLIX yKazamenax «Ha-
UyuoHaneHele cmaHdapmels. B cnyyae nepecMompa (3aMeHsl) Unu OmmMeHsl HACMOAWEZ0
cmawndapma coomeemcemeayrowee yeedomneHue Bydem onybnukogaHo 8 exeMecayHo u3da-
gaeMoM UHGOPMAaULOHHOM ykazamene «HayuoHanesHele cmaxdapmes. Coomaemcmeyro-
waA uHgopMayud, yeedoMASHUA U MEKCMbEl Pa3Meanmca Mmakxe 8 UHgOopMayUoHHOL
cucmeme obLez0 NONL30AAHUA — Ha OuyuansHoM calime ®edepansHo20 azeHmcemaa no

MeXHUYECKOMY pEe2yNUpoeaHUun U Memponioauu & cermu HHF]"]‘EPHEH]

© CrangaptuHdopm, 2013

HacTtosawmMmiA cTannapt He MOoMeT GblTe NONHOCTBHY WKW YACTMYHO BOCNpOKXIBELEH,
THPpaWWpOoBaH W pacnpoCTpaHeH B EKauvecTese Eq)HLI,HEﬂI:-HDrD HagaHKMA bea pazpellieHWA

DenepansHoro areHTCTEa NO TEXHWYECKOMY PEMYNUDOBAHMID M METDRONOTHK
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BeepeHue

MexnayHapooHsd craHgapt ISOMEC 15408:2008 6win nogrotoened COBMECTHBIM
TexHW4eckmm  komuTeTom  ISQYIEC  JTC 1 «MHgbopmayuoHHBIE — MeXHOMo2uus,
MNogkomuretom SC 27 «Memodel v cpedcmea obecnewenus GezonacHocmu MTw.
MaoenTuuHed ISOAEC 15408 Tekct onyGnuWkoBaH OpraHM3IauWAMW-CNOHCOPaMKM NPOEKTA
«Obwme kpuTepuus kak «OBWMe KpuTepuw oueHkM Be3onacHOCTW WH(POPMALMOHHLIX

TEXHOMNOrMA .

TpeTes pepakuus CTAHAApPTA OTMEHAET M 3aMeHaeT BTopyk pegawkumi (ISO/MNEC

15408:2005), koTopas NoABEpInacs TexXHWYeckol nepepaboTke.

MCO/M3K 15408, woeHtuuHbA ISO/MNEC 15408:2008, cocToMT M3 cnegylowmnx 4ac-
Ted nog obwwm 3aronoekom «MHMOpPMAUMOHHAA TexHonorma — MeToow W cpeacTea
obecneuerHua GesonacHocT — KpuTtepuu ougHkn BesonacHocT MHOPMAUWOHHBIX TEeX-

HOMOMA::
— Yacte 1: BeegeHue » oblwian Mogens;
—  MacTe 2: DYHKUWOHANBHBIE KOMMNOHEHTELI Be30NacHoOCTH;
— YacTe 3: KoMnoHeHTel goeepua k BeaonacHoCTH.

PYHKUMOHANEHEIE KOMNOHEHTH Be30NacHOCTH, KOTOpLIE ONpefeneHbl B SaHHOW Yac-
™ MCO/M3K 15408, AaenawTtea ocHoBoW ANA yHKUWOHANBHLIX TpebosaHuid GeaonacHo-
CTH, oTpaxaemslx B npodwune 3aumtu (MN3) unu 3apanvu no GesonacHocTH (3B6). 3Tk
TpeboBaHWA ONUCLIBAKDT HeoDXoOMMLIA PEXMM dYHKUKMOHUpoBaHWA 00LekTa oueHkk (00)
W HanpaeneHsl HA8 OOCTHMEHWe wenel DesonacHocTw, onpegenaAemex 8 M3 wnn 36. 3Tk
TpeboBaHWA ONUCLIBAIOT CROWCTBA Be30NacHOCTH, KOTOPBIE MOMYT BHIABMTE NONb3oBaTENN
nyTeMm HenocpedcTEEHHOro B3aumMmopedcTena ¢ MIT (T.e., npy BBOOe, BeBOOE WHdOpMa-

UMK} MKk no oTenuky UT Ha HekoTopoe Bo3geldcTBUE.

PYHKUMOHANBHEIE KOMNOHeHTHl DesonacHocTu oTpaxawT TpeboeaHwsA BesonacHo-
CTW, HANpaBneHHLIe Ha NPOTUBOASWCTBME YIPO3am B nNpeanonaraemMon cpefe MyHKUMo-
HUpoBaHWA OO0 W BINONHEHWE MNPUHATHIX B OPraHW3auMi NONWTHE W NpeanonoXeHui

Ge3onacHoCTH.

3TOT MEXOYHApOOHbLIA cTaHdapT npeaHazHadasTcA And noTpebutenel, paspaboT-

HWMKOE W OUEHLWMKOB NpoaykTos, obecneuvearwmx bezonacHocTe MT. B naTom paapene

IV
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ctaHgapta MCO/M3K 15408-1 npegocraeneHa OONONHWTENEHAA WHOpMaUWA o uene-
eoid aygutopun MCO/M3K 15408, a Tawwe no wenonezosawmio MCOM3IK 15408 otpens-
HbIMKW FPYNNaMK NUL, COCTABNSAKWUMKY LEeneBy ayaMTopuin. 3TH rpynnel MOryT UCNonb-

3oeaTth AaHHyw YacTe MCOMBK 15408 cnegyowum obpazom:

a) MotpebuTeny MoryT MCNoNL3oBaTL OaHHy YacTe MCO/M3K 15408 ana enibopa
KOMMNOHEHTOB, Bbipamanwmx QyHKUMoHankHee TpeboBaHua ANA yOoBNEeTEBOPEHUA Ueneid
DesonacHocTK, oTpaxeHHelx B N3 wnu 36. B MCO/M3BK 15408-1 paetca Gonee geTane-
Has uHpopmauws No NoBoOY BIAMMOCBA3W Mexdy Uensmu u TpebosanwaMmu BeaonacHo-

CTH;

L]

b) Paspaboruukw, koTopeie npw npowaeogctee OO yyuuTHIBAKT CYLWECTBYIOLLME
npegnonaraemee TpeboeaHua Be3onacHoCT NoTpebuTeneid, MOryT HAWTK B AAHHOW Yac-
™ WMCO/M3K 15408 cTaHOapTH3IoBaHHLIA METOL MOHMMaHWA 3TWx Tpebosauwid. Tawke
OHM MOMYT MCNONB30BaTL AaHHyw YacTe MCO/M3K 15408 kak ocHoBy ANA ganktHeWWwero
onpeneneHua yHKLWOHANBHLIX BOIMOMHOCTER W MexaHuamoe BeaonacHoctn OO0, coot-

BETCTEYHLLMX 3THM TpEﬁGEEI.HH A

c) OueHLWMEK MOTYT MCNONL30BaTE QYHKEUWMOHANEHEIE TpeDoBaHUA, ONpefeneHHLIe B
gaHHoW wacti MCO/M3K 15408 ons nogTeep#OeHKsa TOro, 4T0 (OyHKEUWMOHANbBHEIE Tpebo-
gaHuA ¥k OO0, oTpaxeHHeie B 13 u 36, yaoeneTeopaT uenam beaonacHocTn WT, a sce
38BMCMMOCTH YMTEHbl W NPOAEMOHCTPUPOBAHO WX YAOBNETBOPEeHWE. Takwe OLeHLWKAM
cnefyeT WCnNonL3soats AadHylo vacTe MCO/M3K 15408 npy BuIHECEHWW 3AKMIDYEHWS O

TOM, YAOBNETBOPAET N AaHHbA OO0 npegbABnAeMbIM K HEMY TpeboBaHWAM.
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HAUMOHANBHBLIWM CTAHOAPT POCCMWCKOMW PENEPALWMMWK

MucpopmaunoHHan TeXxHonorua
METOObBI M CPEACTBA OBECNEYEHWA BE3ONACHOCTH
KPUTEPWUW OLEHKW BE30ONACHOCTH MH®OPMALIMOHHbLIX TEXHONOMAA
YacThb 2. DYHKUWMOHANbHbLIE KOMNOHEHTkI BelonacHoOCTH

Information technology. Security techniques. Evaluation criteria for IT security.

Part 2. Security functional components

Oata seenedmn — 2014-09-01

1 ObnacTte NpUMeHeHUA

HacToswmWiA cTaHgapT ycTaHaenWBaeT CTRYKTYPY W COOEPMEHWE KOMMNOHEHTOB
hyHEUWOHanNbHLIX TpeboBaHwid BeaonacHocTw ans ousHkk GesonacHocT. OH Takke
Bknio4aeT & ceba kaTanor MyHKUWOHANBHLIX KOMNOHEHTOB, OTBEYaWMX obwum Tpebo-

BaHMAM K ¢FHHLLHDHH”IIH':IIH BOAMOKHOCTAM B230NacHOCTH MHOMMX npoaykTos MT.

2 HopmaTMBHLIE CCbLINKK

YHa3aHHble B JaHHOM paznens OQOKYMEHTEl ABMAKTCA HeobxXoOWMbIMIA ONA npuMeHe-
HHA HACTOALWErD cCranfapTa. Ons JaTHUPOBAHHBIX CCbINOK MCNONB3IYIOT TONMBED YEa3IaHHOE
HigaHWe. ,[l,l'lﬂ HEeAdTHPOBAHHBIX CCBINOK — NocnejHese WaadHHWe CO BCEeMM WaMEHEHHMAMK W

AONoNHEHWMAMIA.

MCO/M3K 15408-1, MHghopmayuoHHas mexHonozua — Memode: v cpedcmea obec-
neyeHus BesonacHocmu — Kpumepuu ouexku Be30nacHoCMU UHGOPMAEUUOHHLIX MEXHO-

noauld — Yacme 1: Beedenue U oblyas Modeans.

3 TE[JMHHI:I H onpegeneHnA, oBbo3HaYeHnA K COKpalweHWA

B HacTofwWesM cTadgapTe NpUMEeHSHTCA TEpMWHBL, ONpedeneHHs, oB03Ha4eHUA W

coKpalleHun, npueegedHsle B MCO/M3BK 15408-1.

WanaHue oduumansHoe
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4 KpaTtkuin obaop

MCO/M3K 15408 w cooTteeTcTEyHOWME (YHEUMOHANEHEIe TpebosaHwa DeaonacHo-
CTH, ONUCAHHLIE HIDKE, HEe NpeaHa3HaYeHb! OANA OKOHYATENbHOND pPEelUeHWA Boex 3ajad
BesonacHocT WT. Cropee, HAcTOAWMA CTaHAapT NpennarasT COBOKYNHOCTb XOPOLIO
NpoOyMaHHbIX (PYHKUMOHANbHLIX TpeboBaHWiA Ge30NaCHOCTH, KOTOPLIE MOTYT NPWMEHAT b-
CAl NpW CO30aHWW AoBepeHHbIX npoaykTos WT, oTeeuvaowmx noTpebHOCTAM phiHka. 3T
dhyHKUMOHanNEHbe TpeboeaHua ©Oe3onacHOCTM NPeACcTABNAKT COBPEMEHHBIA YDOBEHb

cneuwnduxalmn TpebosaHnil M OLUEHKH.

B HacToALIMA CTaHOapT He npegnonaranocCk BENHMaTbh BCES BOIMOXKHBIE q}‘_ufHI".LI,HU—
HaneHBIS TDEEH:IBEIHHH EEEDHEGHGCTH, d TOnNbKD TE W2 HMX, KOTODbLIE Ha OaTy WadaHKA

cTaHpapTa Beini M3BECTHE K 0Q0BpeHk! ero paspaboTYrKamm.

Tak Kak 3HaHWA W NoTpeBHOCTW NoMb30BATENEd MOryT WAMEHATLCRA, MYHKLWOHANL-
Hble KOMMOHEHTHI HACTOALLErD CTAHAAPTA HYWOAKTCA B JansHedllemM CONpOBOMASHMU.
MpennonaraeTcA, 4T0o HekoTopble pazpabotumin M3/36 moryT uMmeTs noTpebHocTH B
©e30NacHOCTH, HE OXBAYEeHHLIE B HACTORALLEE BDEMA KOMMNOHEHTAMM (YHKUWOHANEHLIX
TpeboBaHwi HacToAWero ctaHgapTa. B atom cnyvae paszpabotyuk M3/36 mower npegno-
HECTb MCNONL30BAHME HECTAHOADTHBIX DYHKUWOHANLHLIX TpeboBaHUiA (TaK HA3bIBAEMYHD

€ PACLIMPAEMOCTbY), Kak obbAcHeHD B npunoxeHusax A u B WCO/M3K 15408-1.

4.1 Crpykrypa ganHon yactn MCO/M3K 15408

E paagene 5 onucoiBaeTcA napagurMa, MCNone3yemas B OyHKLMOHaNEHLIX KOMMO-
HeHTax Be3onacHOCTH AadHoA 4acTu MCO/M3K 15408.

Pazpen 6 npegcraenseT Katanor hyHKUWOHANBHEBIX KOMMNOHEHTOB.

E pazgenax 7 — 17 npueegeHo onKMcadve MyHEUWOHaNEHLIX KNacCoB.

anﬂD}I{EHHE A COOSPHMT MNOACHUTENLHYHD WHOROPMaUKUKD OnA NoTeHUWanbLHLIX
none3oeatensd QyHEUWOHANEHLIX KOMNOHEHTOE, BKNKOHAA TEﬁJ’IHLI,I:I neperkpeCTHRX CCbi-

NoK 3aBUCUMOCTEH q}}"HI{L[HDHEIJ"II:-H!:-IK EOMMOHEHTORB.

MNpunoxenws B — M npepcraBnsaloT NOACHUTENBHYK WHPOPMaLWIO Ans (yHKLWO-
HanbHbLIX KNAcCoB. 3TOT Matepwan AOMKeH pacCMATPWMBEATLCA B KAYECTEE HOPMAaTUEHLIX

WHCTPYKUWA N0 NpUMMEHEHWH COOTBETCTBYOWWX onepaudid W Boibopy HeobBxogwmoid
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HHq:iUpMEILI,HH Ana ayauTta W JOEYMEHTHPOBaHWMA, HCNONbE3IoEaHKWE BCNOMOraTeneHOND rna-
rona «cnegyets o3HaYaeT, YTO KOHEPETHaA WHCTPYELUMA ABNASTCA I'IFIE,EII'IG"-ITMTEHI:-HGIFI, HO
W Opyre MmoryT ObiTe 0BOCHOBAHGI. H.-GF,EIE AaHTCH pa3nUYHLIe BaAPWaHTHI, BI:IEDF]' COCTaeTCH

3a aeTopom M3/36.

MCO/M3K 15408-1 conepswT cnefyowyio WHopMaLWo, Heobxoaumyw pazpaboT-

wikaw M3 wnu 36:

—TEPMWHHLI, WMCNONL3YEMBIE B CTaHAapTe, onpegenedHsl B pasgene 3 WCO/M3K
15408-1;

—cTpykTypa 36 npueegeHa e npunoxenun A k MCO/M3K 15408-1;
—crpykrypa M3 npueegexHa B npunoxedun B k WCO/M3BK 15408-1.

5 [MMapagwurma pyHKUMOHaNbLHBLIX TPpeDoOBaHWUKM

B nanHom pa3zgene npueefgeHa napagurma yHKUWOHaNsHLIX TpeboeaHniA Besonac-
HOCTH HAcTOAWEero cTaHaapTa. PaccvmaTpueaeMsle KNOYEBse NOHATHA BeIAENEeHsl Nony-
MUPHBIM KypcuBom. OnpegeneHusa TepMUHOB, nNpueefeHHbie B paagene 3 WCOM3K

15408-1, B 3TOM pasfens He WAMEHAKITCA W He 3AMEHAKTCA.

HacToswmiA cTaHaapT CooepXMT KaTanor (yHKUMOHAaNbLHEX KoMNoHeHToB Dezonac-
HOCTH, KOTOpbIE MOTYT DbITe NpegtsABneHel Kk o6bexmy oyewku (00). OO0 — ato Habop
nporpaMmMHeX, annapaTtHo-NporpaMMHeX Wunu annapaTtHelX CPeacTs, ConpoBoXaaeMbliA
PYKOBOACTBAMMW NOMBIOBATENA W AAMUHKCTpaTopa. 00 MoXeT BKNKYATL PEcypchl B BUAE
INEKTPOHHBIX HOCUTENed NaHHbiX (TakMX, KaK OCHOBHAA NMamATk, AWCKOBOE NPOCTRaHCT-
BO), NepuiepWiiHbIX YCTPOWCTE (TAKMX, KAK NPUHTEPE!) W BEIMMCIMTENbHBIX BO3MOMHOCTER
(Takmx, KaK NpOUECCOpPHOE BPEMA), KOTOPLIE MOMYT WCNOMNB2OBATLCA OAnNA obpaboTkM w

XpaHeHHMA HHEI]DPMEILI;HH M ABMNAKTCA NpedMeToM OUEHKK.

OueHka, npexae BCero, NOATBEPHOAET, YTO B OTHOWEHWM pecypcoe OO npumeHs-
eTcA onpeneneHHelid Habop ghyHkyuoHansHeIx mpeboeanuld GezonacHocmu (®TE).
@©Tb onpegensAlT npaewna, Nno koTopeim OO0 ynpaBnAeT MCNONL3OBAHWEM W JOCTYNOM K

CBOMM pECYpPCaM W, Takkum oBpasom, K nHhopMaLUK U cepercamM, KOHTponupyeMsim 00,

®©TE moryT onpefenaTs pasnuuHele monumuky ¢yHkyuld 6ezonackocmu (M@E).

Kawpnana Ttakaa MNdE ponwHa cneywduuMpoBaTe cBol obnacme delicmeun, onpeje-
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nanwWwyw cybbekTsl, 00LeKTE, pecypcsl MK MHOPMAaLMID W ONEpaLKMK, NO OTHOLWEHWID K
KOTOpbIM OHAa npumexseTcA. Boe MN®E peanmayiotca ©BO (oM. HWME), YbW MEXBHWIMEI
OCYLLECTENAKT Npasuna, onpefeneHHsle B ©TE, W npenoctapnalT HeobXoOUMble BO3-

MOMHOCTIH.

B coeokynHocTH Te WacTh OO0, KOTOpbIe HANPaBNeHsl HA KOPPEKTHYID Peanu3auwi
@©TE, onpegensawTcA kak gyHkyuu GezomacHocmu obbexkma ouewku (®@E60). ©BO
o0bLEOMHAKT YHKUMOHANLHBIE BO3MOMKHOCTW BCEX annapaTHbiX, NporpaMMHLIX W npo-
rpammHo-annapatHelx cpeacTe OO0, Ha KOTOpbIe Kak HENOCPEACTBEHHO, TAK M KOCBEHHO

Boano#eHo obecneveHe Be30ONACHOCTK.

00 momeT ObiTe eQWHBIM NPOOYKTOM, BEMIOYAOLWKWM annapaTtHele, NporpaMMHo-

dannapatHee |1 NporpaMMvmHble Cpegctea.

B uHom cnysae OO moweT BbiTe pacnpeieneHHbIM, COCTOSLIMM M3 HECKONBKUX pPas3-
neneHHsix Yacted. Kaxnan yacte OO0 obecneuvBasT BbINONHEHWE KOHKPETHOTO CepBMca
ans 00 W B3aUMOAEACTEYIOT ¢ ApYriMn YacTaMi OO0 yepes eHympeHHUU KaHan CeA3l.
3TOT KaHan MoxeT BbiTh BCero NUWb WWHOW NPOLECCopa, 8 MOXKET ABNATLCA BHYTPEHHEN

ceTel ang 00,

Ecnu OO cOCTOMT M3 HECKONLKWX YacTel, TO KaMaas YacTb MOXET MMeTe coboTeeH-
Hoe nogmHoxecTeo ©EO, koTopoe obmeHwBaeTcA gaHHeiMKM ®BE0 M nonkzoBaTenend 4ve-
pez BHYTPEHHWE KaHanbl CBA3M C APYrUMK nogMHokecTeamu ©60. 310 BaaumoaedcTemne
HasblBaETCA adHympennel nepedaved 00. B atom cnyyae vactu @60 dopmupyoT 0bb-

eauHeHHsle B0, koTopelie peanuaynT @TE gna atoro 00,

Mutepdpeicel OO moryT ObiTe NOKANW30BaHel B KOHKpeTHoM OO0 unM xe moryT go-
nyckaTe B3aWModedcTBME C Apyrimu npoayktamu WT no sMewHuUM kaHanam ceAasu.

BHelHMe B3aMMOaeRCTBUA ¢ ADYIMMA NpoaykTamn MT MoryT npuHKMMaTe Ase hopMbl.

a) ®TE gpyroro «pgoeepernoro npogykta MT» u @TE paccmaTtpueaemoro OO0 ckoop-
OMHWPOBAHL! W OUEHEHbl B aAMWHWCTPaTHMBHOM NOpRAKE, W npeanonaraeTcs, Y4To pac-
CMaTpuBasMbli OpYrod «JoBEepeHHLIA NnpodykT WMT» peannayeT cBow @TE KOppeKTHO (Ha-
npumep, Bein oTaensHo ouyexeH). OBmeH wHdopMauWed B 3TOM cny4ae HalsaH mepeda-
yeld mexmdy ®B0, nockoneky oH ocywecTenseTca mexgy ®BEO paznuuHbix foBEpEeHHBIX

NpogyKTOR.
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b) Opyro npogykr MT moxeT BbiTe HEQOBEPEHHBIM, OH MOXET BuiTe 0D03HAYEH KaK
«HepgosepeHHen npogykt WMTe. Moatomy ero ®TE nubo HewzeecTHw, NMbBo MX peanwaa-
UMS He paccMaTpUBaeTCA Kak B [0CTATOYHOW cTeneHW AoBepeHHas. OnocpefoBaHHbIA
$EO obmeH wHpopmaumeld B 3TOM cny4Yae Ha3eaH nepedavel 3a npedenst 00, TaK Kak
paccmaTpueaemsii apyrod npoaykT UT He umeeT ©BO (MNu xapakTepucTHKKW ero NonuTKH-

KK DE30NACHOCTA HEW3BECTHRI }

CoBoOKyNHOCTE MHTepdelCcoB KaK MWHTEpPaKTHBHbIX (YeNOBEKO-MaLIWHHLIA WHTep-
denc), Tak »u nporpaMmHbx (MHTepdenc NporpammMHBLE NPUNOKEHWA ), Yepes KOTOPble MO-
ryT BeITe NONYYeHBl OOCTYN K pecypcaM npu nocpegswdectee ®BO wnu wHdopmauwa or
©B0, HazbieaeTcA uimepgheicom B0 (HPE0). WPEO onpegenAeT rpaHUUbl yHKYK-

OHankHLIX BoaMoxHocTern OO0, KoTopele NpegocTaBneHdsl ANA peanusauny ©TE.

Mone3oeatenu He eknYanTceA B coctas 00, OgHako Nonb30BaTeny B3anMMoaercT-
eyoT ¢ OO, KOTOPLIA ABNASTCA NPEAMETOM NPUMMEHEHUA NPaBKI, onpedenedHex B PTB,
wepe3 UOBO npw 2anpoce yenyr, koTopele ByoyT eenonuaTeca O0. CywecTeyioT gea Tu-
na nonb30BaTeneid, y4UTEIBAEMBIX B HACTORLLEM CTAHOAPTE: Ye/I08eK-ToNbL308amess 1
eHeWHARA cylHocms MT. Yenoeeka-nons3oeatens MoxHO fanee auddepeHUMpoBaTh
KaK JIOKansHO20 Ye/oeeKka-Nnonb3ioeamens, B3aMMOAERCTBYHLLETND HENOCPEACTBEHHD C
OO0 wepes yorpowctea OO0 (Takme, kak paboune CTaHWMK), W KAK yOaneHHo20 Yenoegexa-

nons3osamens, BzavmogelicTeyowero ¢ OO0 yepea gpyrow npogykr WT.

Mepuoa B3GWMOOERCTBMA MEXOY nNonbioBaTenem W ®BEO Ha3biBaeTcA ceaHcoM
nonbzogamens. OTEPLITUE CEAHCOB NONb30BATENSN MOMET KOHTPONWMPOBATLCA HA OCHO-
BE pPAOA YCNOBWW, TAKMX KaK ayTeHTUMHKALWA NONL30OBATENRA, BPEMA CYTOK, METO O0CTY-
na k 00, uMcno paspelleHHbIX NapannensHbiX CEaHCoB (ANA Kaxaoro NoNb3oBaTens Wi

B LENOM).

B HacToALlem CTaHdapTe UHCNoNB3YeTCA TEPMKWH _}’JTMHGMGHEHHI:H] afpiz] oBo3Have-
HUA NoNb3I0BATENA, KOTOPLIA GEHE,EIEET Npagamu KWKnM NpUBUNETHMAMMK, HEQEIB,EI.HMI:IMH
AnA BeINONHEHWA DI'IE]]ELI,I."IIF'I. |_|G3TDI'I.I'Iy TEDMKHUH fﬂMHDMﬂH‘EHHbIE‘ nonb3ogamens Yka-
dblBaeT, YTO NONB30OBATENKD palapelasTCA BeINONHATE KOHKPETHYD ONepadl MnK coBo-

KYMHOCTE ONepauWMi B COOTBETCTEMM ¢ ©TE.

OnfA BbipaxeHua TpeboBaHMA pazfeneHuA afMUHWCTPaTHEHbIX 0BA3aHHOCTER COOT-

BETCTEYIOLWMWE PYHKUMOHANBHbLIE KOMNOHEHTH BezonacHocTy (U3 cemeiictea FMT_SMR)
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ABHO YCTAHABNWEAKT 0DA3ATENBHOCTE AQMWHWCTPATHBHLIX posed. Ponk — 3To 3apaHes
onpegeneHHan COBOKYNHOCTE NPABMN, YCTaHABNWBAKLWMX AONYCTUMbIE BIaMMOOERCTEWA
MEXOY NONb30oBaTENEM, ASACTBYIOWMM B aHHOW ponn, i 00. OO0 MoxeT NnoaoepxUBaTL
onpefeneHle NPoOM3BONLHOIO YKMCNa poned. Hanpumep, ponu, CBA3aHHLIE C ONepaLWAMW
GeaonacHocT OO0, MOryT BKNOHATE B ceba ponK «AMUHUCTPATOD ayauTay M «ALMUHK-

CTpaTtop yYeTa nonk3osaTensns.

OO coOep#WT pecypchl, KOTODLIE MOMYT WCNONL30OBaTLCA ANA obpafoTkM M xpaHe-
HUA MHopMauu. OcHoeHOW Uenelo ©BO ABNAETCA NONHaA W NPaBWNLEHAA peanuauns

@TE onA pecypcos U MHPOPMaLUKY, KOTOpLIMK ynpaenaeT OO0,

Pecypcel OO0 MOryT MMEeTh pasnuqHy CTRYKTYPY M WCNONb30BaTLCHA PaznuYHbIMK
cnocoBGamu. Tem He MeHee, B HACTOALLEM CTaHOapTe NPOBOOMTCH CNelWansHoe paarpa-
HUYEHWE, MO3BONAKLIEE CNeuMdULMPOBaTE KenaTenkHble cBoWcTEa GeaonacHocTH. Beoe
CYLHOCTH, KOTOPbIE MOTYT BbiTk CO30aHbl HE OCHOBE PECYDPCOB, XapaKTepU3YITCA OOHUM
W3 aByx cnocoBos. CyLWHOCTH MOTYT GbiTh AKTUBHBIMMW, T.€. ABNATLCA NPUYMHOA QeACTBMA,
KOTOpbIE NpoMcxoasaT B npegenax 00, M WHWUWKWPOBATE ONEPaLMK, BLINONHAEMbBIE C WH-
dopmauven. HanpoTHe, CYWHOCTH MOTYT ObiTh NACCHBHLIMKM, T.€. ABNATLCA KOHTERHEpPOM

— HCTOMHWEDM HHE*}DDMEI.L-I,HI"I WM KOHTEAHEDOM — MECTOM XpaHeHns MHOopMaLmMK.

AKTUBHbIE CylHOCTM B OO0, KOTOpLIE BLINONHAKT ONepauwn Hag obbekTamd, Hasea-

Hbl GFEBEH'MEMH. B npenenax Q0 MOMYT CYLWWECTROEBATE HECKONBKD TUNOB CYE'I:-EI{TGBZ

a) JeWCTBYHOLWWE OT WMEHW YNONHOMOYEHHOMD NONb3CBaTENA (HANpWUMep, Npouecchl
UMIX):

b) pecTeyowme kak ocobBIA (DYHKLWOHANEHLIR NPOLECC, KOTOPLIM MOXET, B CBOK O4e-
penk, AeACTEOBATE OT MMEHW MHOMMX NONbL3oBaTenen (Hanpumep, MyHKUWM, KOTOpLIE Xapak-

TEPHbI ANA apXWTEKTYDLI KNMEeHT/cepeep);

C) AedcTByOLWMWe Kak 4acTe cobcTeenHo OO (Hanpumep, nNpouecckl, OeACTBYIOWWE He

OT UMEHKW NONL3IoB3TENH).

B HacToswem cTaHgapTe paccMaTpuMeasTcA peanuaauwmsa ©TE ans cybbekToB BCex

TUMOB, NepevUcNeHHbIX BbILLE.

MacouBHble cywHocTw (B OO, KOTOpbIE XPAHAT MNK NOMYYawT WHOPMAaLKK), Haa

EOTODbLIMM CFE'I:EHTI:I BLINONHAKT Oonepauly, Ha3saHkel o6bexkmamu B ﬂ]}fHHIJ,HDHEIﬂthIK

6



rocTt P MCO/M3K 15408-2-2013

TpebosaHuax Be30oNacHOCTH HacToMLWero cTaHaapTa. B cnydyae, korga cybbexT (akTHeHanA
CYWHOCTL) caM ABMNAETCA NPeaMeToM OonepauMi (Hanpumep, NpW YCTAHOBNEHWM CBAZW

MEXIY NPOUECCamMK), Hag CyDLEeKTOM MOFYT NPOM3BOAWTLECHA OSACTBUA KaK Had obbekToM.

OBbekThl MOrYT CoQepwaTh uHghopMayuw. 310 NOHATHE TpebyeTca, YTobbl Ccnewu-
duunpoBaTE NONUTHKM YNPaBNeHWA WHPOPMALMOHHBLIMW NOTOKAMM B COOTBETCTBUMM C

knaccom FDP.

Monbaoeatenu, cybbenTol, WHQOpMaUWA, 0OLEKTE, CEAHCHl W PECYPChl, KOHTPONW-
pyemMeie nocpeacteom npaewn, 8 ©TE moryT obnagate onpegeneHHbIMN ampubymamu,
KOTOpbLIE COOepXaT MHopMauui, menoneayemyio OO0 AnA NpaBunbHOro YHKLWOHWPO-
BaHuA. HekoTopble aTpubByThl, TAKME KaK WMeHa halnos, MoryT NPpeaHa3Ha4aTLCA TONLKD
Ons MHPOPMUPOBAHWSA UMM MCNONb3OBATLCH ANA WABHTUMMKALMK OTAENbHBLIX PECYPCOB,
B TO BPEMA KAk OApyrvie, HanpuMep pasnuyHble NapaMeTpol YyNpaBneHus OOCTYnomM, — Wo-
KNHOYUTENBHO ANA peanu3auuu ©@TE. 3Tk nocnegHwe ob0BWEHHO Ha3lBaHbl «ampuby-
mamu GeszonacHocmur. B ganbHedwem cnoso «atpubyTs WCNONb3yeTCA B HEKOTOPLIX
MECTaxX HacTOALWEro CTAaHOAPTa Kak COKpalleHWe AnA cnoBocodeTaHuws «atpubyT Geso-
nacHocTM». BMecTe ¢ Tem, HE3aBWCHMO OT NpeaHa3sHa4eHns WHpopMayuw aTpubyTta, Mo-

ryT noTpeboBaThcA CPeACcTEa YNPaBneHna 3TMM aTpubyTom B cOOTEETCTEMK ¢ B ThE.

B OO cogepxarcsa gaHHble nonbaceaTtenei i naHHeie $60. Ha pucyHke 1 nokasaHa
Wx Baaumocenlb. JanHele nonsizoeameneld — 310 WHDOPMAUKWA, COQSpHALLAACA B pe-
cypcax OO0, koTopaa MOXET NPUMEHATLCA NONLIOBATENAMK B coOTBETCTEUKM ¢ ©TE U He
npegHasxsadeHa cneuwansHo gna ®60. Hanpumep, cogepxanwe coobleHWA 3NeKTPOH-
HOW NOYTEl REMNSETCA OaHHeIMW nons3ceatens. Jawueie @60 — 370 MHGOPMaLWKWA, WC-
noneayemas @60 gna npuHATMA pewenwa B cooTeeTcTEMn ¢ ©TE. JonycTumo BozaeicTt-
BWE NonNb3oBaTened Ha gavdeie ®BO, ecnu ato pazpewedo ®TE. MNpumepami AaHHLIX
@©B0 menawTcA atpubyTel Be30NacHOCTH, ayTEHTUPUKALUWOHHEIE JAHHLIE, NEPEMEHHbIE
BHyTpeHHero coctoanua ®BEO, ucnoneayeMble B COOTBETCTEMM C NPaBWNamMW, onpege-

neHHsIMKM B @TE, wnu ana zawuTel @O, a TaKke CNWMCKM yNpaBneHWa QOCTYNoM.

BrigenfawTca MN®b, KoToOpbie NPUMEHAKDTCA NPW 3alUWTe OaHHLIX, Takwe kak MTPb
ynpaenequa docmynom w M1®E ynpaeneHus uHGOPMALUOHHLIMU Momokamu. [ei-
CTEMSA MEXaHU3IMOoB, peanusyiowux NM®E ynpaenexna QOCTYNOM, OCHOBAHLI Ha aTpubyTax

nonk3oeaTtenei, pecypcoe, cybbekToB, 00bLEKTOB, CEAHCOB, OAHHbIX COCTOAHMA ©BO u
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onepauui B npegenax obnactv gelcTeBMA. 3T aTpubyTel MCNONL3YHTCHA B COBOKYMHOCTK
Npaeun, yNpaensAwwWKx OonepauMsaMi, KoTopele cyDbekTam paspelleHo BeINONHATE Ha

OBbLeKTax.

DYHKUWMOHWPOBAHME MexaHwamos, peanuaywowux NPE ynpaeneHua WHpopmalWoH-
HBIMW NOTOKaMKM, DCHOBAHO Ha aTpubyTax cybbenTor W wHopMalMu B npegenax obnacTu
AEeACTBMA W COBOKYMHOCTH MNPaBun, NO KOTOPLIM BRNONHAKTCA onepauuy cybbekToR Han
wHpopmaumen. ATprbyTH MHdOPMaUMK, KOTOPLIE MOMYT BLITL AacCOUMMpPOBaHLI C aTpuby-
TaMM MecTa XpaHeHWsa (KOHTedHepamMM) UNK MoryT BeITe NPOU3IBOAHLIMK OT AAHHBIX B KOH-

TelHepe, oCcTawTeA ¢ uHpopMmaumen npu ee obpabotke ©EO.

JAHHBIE GO
OAHHBIE ©BO £ ATpuGyTel GeaonacHocTK "2
[Arplﬁyru NoNsI0BEATENEA ]
AAHHBIE
¥ ATpub ohneKToR

NONB30BATENEM P [ o )
LMOHHbIE ( ATpUEYTE cyEnenToR ]

OAHHBIE
_ ( ATPHEYTEI HHODMELHK ]
. ; \\“— e .

PucyHor 1 — CeA3b Memay JaHHLIMK NONL30BATENER M OaHHLIMK $BO

[ea cneuwduHeckMx TNa gaHHeix ©@b0, paccMaTpyvBaeMblx B HACTOALEM CTaHgap-
T, MOTYT, XOTA W HeoBA3aTensHo, coBnagaTe. 3T0 aymeHmugukayUuoHHbIe daHHLIe W

CeKpembl.

AYTEHTUPUKALWOHHLIE [AHHEIE WCNONL3YKTCA, 4Tobbl BepudWUMPOBATE 3aABNEH-
Hblll MgeHTMdKWKaTOp Nons3oeatens, obpawarweroca k OO0 3a yenyramu. Caman pac-
npocTpaHeHHan dopma ayTeHTUUKALMOHHBIX Aa8HHBIX — Naponb, KOTOpPbLIR HeoBxooumo
¥paHWTL B cekpeTe, 4Tobbl MexaHuam BezonacHocTk Bein addektueed. OgHako B cexkpe-
Te HeoBX0QMMO XPaHKTE He Bee OpMbl BYTEHTHMMKALUWOHHEIX OaHHEIX. BUOMETpUYECKHE
ONO3HABaTeNLHLIE YCTPOWCTEA (TAKWe, KaK CHWMTLIBATENW OTNEYaTKa NanslUa WK CKaHepsbl
CETYATKM [N33a) OCHOBLIBAKOTCA HE HA NPeAnCNOXEHUW, YTO ayTEHTMMUKALMOHHEIE OaH-
Hble XDAHATCA B CEKDETE, 8 HA TOM, YTO 3TH [aHHbie ABNAKTCA HEOTBEMNEMLIM CBOWCT-

BOM MONBI0OBATENA, KOTOPOE HEBOAMOXKHO NOAOENATE.
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TEPMHH €CEKPET», MCNONb3YeMbIA B HACTOALLEM CTAHOAPTE NO OTHOLWEHMID K ayTeH-
TUOMKALMOHHBLIM OaHHBIM, NPUMEHWM W K OaHHLIM OpYTMX TMMNOB, KOTOpLIE HeoBXogumo
XPaHWTL B TAWHE NpK OCYLWECTENEHMM onpeaenedHon NdE. Hanpumep, CTOMKOCTE Mexa-
HW3Ma [OBEpPEHHOro Kadana, B KOTOpPOM NpUMeHeHa KpunTorpadus ONA coxXpaHeHWs
KOHMUAEHUMANEHOCT NepeaaBaemMoil Yepes kaHan WHopMaUnK, 3aBUCHT OT HAOEMHO-
CTH cnocofa COXPaHeHWA B CEKPETe KPMNTOrpapuueckux KNYed 0T HeCaHKUMOHMPOBAaH-

HOMD packpeITHA.

CJ"IE,ElﬂEI-EITEJ'IhHD, HEKOTOpbLIE, HO HE BCE E'_I,JTEHTHCPHHEILI;HEIHHHE JaHHbie HEGEIDJJ,I-"I—
MO XDaHWTe B CeKpeTea, M HeKDTOpPBIE, HO He BCe CeKpeThl MCNONbayrT KakK EI}rTEHTHﬂ]HHE—
UHWOHHBIE OaHHBIS. F"I“I-C}"HCIH 2 NoKa3lblBaeT 3Ty B3aWMOCBAIL CEKPETOR KW EIj.I'TEHTI"I{bHI{EILI,H—
OHHBIX JaHHBIX. Ha 3TOM pUMCYHKS yEA3aHbl TUNLI J3HHLIX, KOTOPLIe Y4acTo OTHOCAT K ay-

TEHTHPMEALMOHHLIM JaHHEIM W CEKpETaM.

AymenmuchurkaluoHHbIe daHHbIe

BuomeTpika
KpeauTHEE KapToqEA

Kpunmorpadwdieckne
MEpEMEHHbIE

Cexpemsi

PucyHor 2 — CeAsb MEHOY NOHATUAMKW «3yTEHTUWOUEALUMOHHELIE OaHHLIE? W « CEKDEeThLI»
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6 PYHKUMOHANbLHbLIE KOMMNOHEHTLI De3onacHoOCTKH

6.1 Kpatkuu obzop

3T0T pa3sgen onpefenseT coOEpKaHWE W DopMy NPeacTABNEHWA PYHKLWOHANbHbIX
TpeboBaHWA HACTOAWEro cTaHAapTa W NpegocTaBnAeT PYKOBOACTBO NO OpPraHM3auuw
TpeboBaHWid ONA HOBLIX KOMNOHEHTOB, BrMYaemslx B 36. ®yHKUMOHANLHBE TpeboBaHuA

Dﬁ'hEJ:I,HHEHhI B KNacckl, CEMEACTBA W KOMMNOHEHTbI.

6.1.1 CTpykTypa knacca

CrpykTypa thyHEUMOHANLHOMO KNacca npueejeHa Ha pucyHke 3. Kawawid dyHkymo-
HanbHLIA KNAcc CoOAep¥MT UMA Knacca, NnpeacTaBneHWe KnNacca W O4HO WNW HEeCKONbKO

DYHKUWOHANLHEIX CEMEACTE.

DYHELWOHANLHBIA KNAco

HMma knacca

MpaacTapneuwe KNacca

DYHELWOHANEHEE CEMEBRCTRA

PucyHok 3 — CTpykTypa (oyHKLUMOHANBHOMo Knacca
6.1.1.1 Wmna knacca

Mma knacca cofepsuT wHpopmauuio, Heobxofumyw Ana waeHTUDUKALWK dyHE-
UHMOHaNLHOro KNacca v OTHeCEeHWA ero K onpefeneHHod kateropuu. Kaxaoid dyHKUMOo-
HanLHLIA Knacc WMMeeT yHUKansHoe umMsa. MHpopMauma o KaTeropud npefocTtaeneHa
KPaTKMM WMEeHeM, COCTORLIMM U3 Tpex Byke natuHckoro andasuta. KpaTtkoe mma knacca

WCNONbL3YOT NPW 388aHWK KPaTHWX MMEH CEMENCTE 3TOMO KNacca.
6.1.1.2 MNpegcragnenwe Knacca

MNpegcraenedue Knacca oboblwaeT y4acTHe CEMEWCTE KNacca B JOCTHAEHWM uenen
feaonacHocTH. OnpegeneHye yHKUWOHANBHLIX KNacCoB HE OTpawaeT HMKakyw dop-

MAnNbHY TAKCOHOMKIO B cneyudukaumn TpeboBaHri.
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an,D,CTEIEI'IEHHE KnacCa COOepHuT PHUCYHOK, NoKasnBawlWWi BCe ceMelcTea aToro

Knacca M Mepapxvio KOMNOHEHTOB B Ka#O0OM CeMEWCTEE, KaK yKka3aHo B nogpasgene 6.2.
6.1.2 CTpykTypa cemeAcTBa

CTpykTypa dyHKLUWOHANBHOMO CeMEACTBE NPMBEAEHA HA pUCYHKe 4.

DYHELHOHANLHOE CEMERCTEO

MimA cemelcTea

XapakTepucTHES CeMERcTEA

FanmuposaHue KoMNOHEHTOR

|| YnpaaneHKe

AyouT

KomnosaHTe

PucyHok 4 — CTpykTypa DyHELMOHaNLHOMo ceMelcTea

6.1.2.1 WUm=a cemercTEa

Mma cemeilcTea cOOEpPMMT ONWCATENEHYH WHGOPMaUW, HeoBXoOWMy, 4ToDbI
WAEHTHUUWPOBEATE W KaTeropupoBath yHKUMOHANLHOE cemelcTeo. Kawpoe pyHKUMO-
HanLHOe CeMercTBO MMeeT YHUKansHoe MMA. MHdopMauvsa 0 KaTeropuy COCTOUT U3 KparT-
KOro MMeHy, ekniovarowero B ceba cems cumeonoe. MNepebie TPW CMMBONA WAEHTHYHEI
KpaTtkoMy UMEHW Knacca, fanee cnefyloT CUMBON NogYepKUBaHMA W KPaTKDE UMA cemMei-
cTea B Buge XXX _YYY. YHuKANeHas kpaTkan dopMa MMEeHW ceMelcTBa NpeaccTaenAeT

OCHOBHOE2 WMA CChINEW ONA KOMNOHEeHTOB.
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6.1.2.2 XapakTepucTUKa ceMeNnCTBEa

KEPE}{TEPHCTHHEI cemMelcTBa — aTo onucadHue I'."'p'_l,-'HI{LEI"IDH&T'II:HDI'D cemMelcTea, B KOTO-
POM UINaraoTCA ero Uenu Be3onacHoOCTH K DEL:LIEE onucaHye pyHKELWOHaNEHLX TPEEDEE-

HWiA. Bonee geTansHO OHW ONWCaHL HWHE:

a) uenu GesonacHocmu CeMencTea XapakTepuayoT 3agady BezonacHoCTH, KOTOpas

MOMET DbiTh peweHa C NOMOLWBKY KOMNOHEHTOR 3TOMD cemMencTea;

b) onucauvue ghynryuoHansHeix mpeboesanuld obobwaet sce TpebGoBaHWA, KOTOpLIE
BKMHYEHLI B KOMMOHEHT (Tel). OnucaHue opueHTMpoBaHO Ha pazpabotunkoe M3, 36 u dyHk-
UMOHanNbHLIX NaKeTos, KOTopbie XoTenu Obl onpefenuTe, COOTBETCTBYET NW CEMEWCTBO WX

KOHKPETHLIM TpeboBaHuAM.
6.1.2.3 PanxupoBaHWe KOMNOHEHTORE

PYHKUMOHANEHEIE CEMERCTBA COOEpHaT OOWH MNK HECKONEKD KOMMOHEHTOB, KaxabIA
W3 KOTOpbIX MOXeT Dbime Beibpad gna skniuvedus 8 M3, 36 v dyHKUMOHANBHLIE NaKeThI.
Liens paH#upoBaHWA KOMNOHEHTOB — NPeaocTaBUTe NONb3ICBATENAM WHOPMAaUWK ANA
eoibopa noaxonAwero yHKUWOHANBHOMD KOMMNOHEHTA, ECnNy CeMelcTBO MaAeHTHHULMpO-

BaHO NOoNb3oBEaTENSM Kak HEGEKD,EI,HMEIH WnK noneidHad 4acte TPEEGEEIHHF'I Ge30NacHOCTH.

,[I,EIJ"IEE nepevcnAKTCA UIMSKWHEeCA KOMNOHEHTH M NPUBOOWNTCA WX obocHoBaHKME.

OeTannaauWa KoOMNOHEHTOB NPoOWIBOAWTCA B ONMCaHMK Kadgord KOMNOHEHTa.

CeA3M MeXay KOMNOHEHTAMKU B Npeaenax yHKLWOHANLHOMD CeMerdcTBa MOryT GbiTh
MEDADXMMECKMMHA U HEMEDAPXHYECKMMA. KOMNOHEHT MepapxuyeH (T.e. pAcnonoKeH Bblle
no Wepapxiui) No OTHOLUIEHWKD K APYromMy KOMNOHEHTY, ecnk npeanaraeT Gonbwyio Geao-

NacHoOCTL.

OnucaHva cemeidcTa cofepxaTt I'pEIEI]H"-IECHZDE npeacraeneHrne nepapxu KoMMNOHEH-

TOB, pAccMOTpeHHoe B 6.2,
6.1.2.4 ¥npasneHwe

MyHkTel « Ynpaenexues copepwat wHdopmaumio ansa paspabotymkoe N3/36, yunTw-
BAEMYH NpK ONpefensHMn OeWCTBUA NO YNPaBnNeHnio ANa JaHHOrO KOMNOHeHTa. [aHHbie
NYHKTEl CCLINATCA Ha KOMNOHeHTRl knacca «YnpaeneHue bezonacHocTeio» (FMT) u npe-

OOCTaBNAKT pPYKOBOACTEBD OTHOCHMTENBHO NOTEHUWANLHbIX BWOOE OeATEenNbHOCTH Mo
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YRpasnedu, KoOTOoOpele 4Yepel3 BbINONHEHWE 'EII'IEpEILI,I"II;"I MOryT BhiTk OTpakeHbl B JaHHLIX

KOMMOOHEHTaxX.

Pazpabotumk M3/36 moweT ewibpaTe kakme-nMO0 W3 YKA3AHHBIX KOMMNOHEHTOB
YNPaBNeHWs UMW BKNKYUTE HOBLIE, HE YKa3aHHLIE B HACTOALLEM cTaHaapTe. B nocnegHem

cny4ae cnegyeT NpeacTasuTe HEoBXoaMMYH WHAOPMaLUMID.
6.1.2.5 Aygur

TpeboeaHua ayduma cogepwaT cobbiTMA, NOTEHUManNLHO NoOBEepraemeie ayaWTy,
ons ux otbopa paspaborunkamu MN3/36 npu ycnoeuk Brnw«eHuA 8 M3/36 TpeboeaHni na
wnacca FAU «Ayant bezonacHocTu». 3T Tpeboeadua Bkno4aT B ceba cobbiTuA, oTHO-
cAWmecs K Be3onacHOCTH, NPUMEHWTENBHD K PA3NWYHBLIM YPOBHAM AeTanuaauus, nom-
OEpPHUBAEMLIM KOMNOHEHTamMK cemelcTea FAU GEN «lMeHepauws naHHbix ayauTta beso-
nacHocTu». Hanpumep, 2anuce ayauta kaworo-nwbo mexanwama BezonacHocT MomeT
BKNIO4ATE B ceDA HA pasHbLIX YPOBHAX AeTanwiaunu ASWCTBWMA, KOTOPLIE PACcKPLIBAIOTCA B

CNeyolWiy TepMUHax:

- MUHUMAaNEHBLIA — VCNewHoeE MCNONbIceEaHME MeXaHWIMa fe3onacHOCTH.

- bBazoeeiid — Nioboe UCNONLIOBAHWE MEXaHWaMa De3aonacHOCTH, a TaKke If'IHq]lJDI'I.I'IEI.I.I,I.-'IH

O TEKYLIWX IHAYSHHAX ETPHEW{!E Ge30nacHOCTI.

- ,ﬂETEJ’IHSHpﬂEEHHhIF‘I — nwbble MaMeHeHWs KOHPMIYpaUm| MexaH1uama EEEI-'DI'IECHDCTH,

BEMH4aA napameTpbl KDHq}HprELI,HH A0 W Nocng MaMeHeHWA.

CnegyeT y4ecTb, YTO KAaTEropupoBaHue cobbiTWA, NOTEHUMAaNLHO NoOABEpracMblx ay-
OMTY, BCEraa uepapxmyHo. Hanpwmep, ecnu eeibpada Ga30Ban reHepauWA QaHHLIX ayou-
Ta, TO BCE COOLITHA, MAEHTWWLMPOBAHHLIE KaK NOTEHUMANLHO NoABEpragMeie ayguTy
NoaToMy BXOOSAWME KaK B «MUHUMankHyo», Tak U 8 «BazoBy» 3anvce, CNeayer BKNO-
YiTh B M3/36 © NOMOLLBK COOTEETCTEYIOWER ONEpalLMi HAZHAYEHWA, 33 WCKNKYEHHeM
cnyuasn, korga cobuiTwe Gonee BLICOKDMD YPOBHA MMeeT Bonee BLICOKWMIA YPOBEH: OETANMW-
3aumK, yem cobuiTve Gonee HW3KOTO YPOBHA, M MOMET NPOCTO 3aMEHWTL ero.
Korga menaTensHa OeTanW3aWpoBaHHaA reHepauWs OaHHblX aygWwTa, Bce WOeHTUMUUKMpo-
BaHHbIe COBLITUA, NOTEHLKMANLHO NOABEpragMbie ayauTy (0N MUHMMAaNsLHOTo, 6a30BOro U

NeTanManpoBaHHOro ypoBHeW), cneayeT eknoqnte B MN3/36.
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Mpaewna ynpaeneHusa aygutom Bonee nogpobHo obbAacHeHw B knacce FAU «AyouT

Be3annacHoCTHS.

6.1.3 CTpyKTypa KOMNOHEHTA

CTpykTypa hyHKLWOHANBHOMO KOMNOHEHTA NOKa3aHa Ha pucyHke 5.

KosanoHeHT

HoexnTwprkauma KomMnosadTa

I
|
| | DYHHUWMOHANEHEE JNeMEHTE

SARMCHUMOCTH

Pucynok 5 — CTpykTypa hyHKUMOHANEHOID KOMMNOHEHTA
6.1.3.1 WpenTndukayma KOMNOHEHTa

WMoeHTuukauna koMnoHeHTa BknoyaeT B ceba onucatensHyo wHdopMauymo, Heob-

X0OMMYD OnA H,U,E!HTHE:I]MKELIHH, KaTeropupoBaHdna, 3anvici 1M peandiauv nepekpecTHbIX

CCLINOK HOMNMOHEHTA. ﬂJ'IFI Kaaoro I:I]}"HI(LIHD!—IEI]'II:HDFG KOMNOHEHTa NPpeaCTasnAeTCA chne-

aywouee:

—VHUKaNEHOE UMA, OTpaxXales NpegHazHdadeHie KOMNoHeHTa,

—Kpamyoe umMA, NpUMeEHAEMOE KaKk OCHOBHOS MMA CCBINEW ONA KaTeropupoBaHWA,
JanucH W peanMaauly nepekpeCTHblX CCOBINOK KOMNOHEHTE W YHHUEANBHO OTPaMaH-
lWee KNacc U CeMeWCTBO, KOTODBIM KOMNOOHEHT NpUHAONEXMT, @ TakHe HOMED KOM-

NOHEHTA B CEMEWCTEE,

—CMUCOK UepapXUYecKkUux ceflel, codepHallni MMeHa JpYrix KOMNOHeHTORB, ANA Ko-
TODBIX 3TOT KOMMOHEHT WepapxHyeH WM BMeCTO KOTOPBIX MOMWET WMCNoNb3IoBaTLCH

npw yOOBNETBOPEHWM 32aBUCMMOCTEN OT NEPEYUCNEHHLIX KOMNOHEHTOE.
6.1.3.2 PyHKUMOHANLHLIE 3NEMEHTLI

Kaxabii koMnoHeHT exknovaeT B ceba Habop anemenToB. Kamasii anemMeHT onpege-

NASTCA OTOENbBHD W ABNASTCA CAMOOOCTATOYHbLIM.
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DYHKUMOHANLHEIA 3neMeHT — 3To dyHkuuoHansHoe TpeboeaHue BGeaonacHocTw,
fancHedlee pa3zfeneHyWe KOTOPOro He MEHAET 3HAYMMO Pe3yneTaT oueHxkW. HenaeTcA
HaWMEHbLLIMM (hyHKUMOHaNLHEIM TpeboBaHwem Be3onacHOCTH, WAEHTW(WUWMPYEMEIM K
npuzHasaemein B MCO/M3K 15408,

MNpu dopmuposaduk M3, 36 W/iMnu nakeToR He paspewaeTcA BuIBWpaThL TONLKO
YacTb SNeMeHToB KoMnoHeHTa. Ona skmiodedna B N3, 36 wnw nakeT HeobXoavMo BeIBK-

PaTe BCH COBOKYNHOCTE INEMEHTOE KOMNOHEHTA.

BeoauTcs yHUKANeHAA KpateaAa opma MMeHM yHKUWMOHAaNLHOro asnemedTa. Ha-
npumep, nma FDP_IFF 4.2 yntaeTca cnegywowmm obpasom: F — dhyHkumoHaneHoe Tpebo-
gaHue, DP — wnacc «3awurta aavHeX nones3oeatenss, |FF — cemedcteo «®yHKLMKW
ynpasnedwa WHpopMaUWMoHHEIMK NOToOKaMW:, 4 (NOCNe TOYMKW) — YEeTBEepThLIH KOMNOHEHT
«MacTu4Hoe ycTpaHeHWe HepaspelleHHbIX WH(POPMaUKMOHHLIX NOTOKOB», 2 (Nocne TouKW)

— BTOPOWA 3NEeMEHT KOMNOHEHTA.
6.1.3.3 3aBvcHUMOCTH

3aBUCHMOCTH CcpegH ﬂ]'!."HHI.{HDHEIHbHI:IK HKOMNOHEHTOE BO3HWEZKOT, KOMrga KOMOOHEHT
HE CAMOJOoCTaTodeH W HYHOaeTCA nubo 8 ﬂ]}fHHLLHﬂHEIHI:.HbIH BOIMOMHOCTAX gpYrorg Kom-

NoHeHTa, NWBo B0 B3aUMOOSWCTEWK € HMM ANA NOAOeDHEM COBCTBEHHOM BhINONHEHWUA.

Kaxobll @yHHUMOHANEHEIA KOMNOHEHT COOep#MT NONHEIW ciWcol 33BACHMOCTEN OT
OpYTMX (PYHKUWOHANLHLIX KOMMNOHEHTOE M KOMMNOHEHTOE gosepuA. [NA HEKOTOPLIX KOMMO-
HEHTOB YHA3AHO, YTO 38BUCHMMOCTIA OTCYTCTEYIOT. KOMNOHEHTE! W3 CNMCKA MOTYT, B CBOK O4e-
pefb, MMETL 3ABUCUMOCTH OT APYrMX KOMNOHeHToB. Cnucok, NpUBEASHHLIA B KOMNOHEHTE,
NoKa3eLiB2eT NPAMbIE 3ABMCUMOCTH, T.€. COOSPMMT CChiNKM TONLKO Ha PYHKUMOHANEHLIE KOM-
NOHEeHTH!, 3aBefomMo Heobxogumble gna obecnedYeHna BLINONHEHWS PAacCMaTPWBAEMOND KOM-
noHeHTa. KoceenHble 33BWCHMOCTH, onpegenaembie coBCTBEHHLIMK 3JABUCUMMOCTAMK KOMMNO-
HEHTOB W3 CMKCKA, NOKA3IAHL! B NpUNoMeHid A. B HEeKOTOpLIX cnydanx 3aBMCUMOCTE BbiDW-
palT M2 HECKONBKUX npeanaracmbly QyHKUMOHANBHLIX KOMNOHEHTOR, NPUYEM Ka¥abld W3
HWX OOCTaTOMEH ONA YAOBNETEOPEHWA 3aBMCMMOCTM (cM., Hanpumep, FDP_UIT.1 «llenoct-

HOCTb NEpefaBaemMblx JaHHBIX ).

CnUcoK 3aBUCUMMOCTER WABHTUDUUMPYET MUHUMYM MYHKUWOHAMNBHLIX KOMNOHEHTOB
WKW KOMNOHEHTOE OOBEDUA, HeoDXoOuMbIX ONA yAoBNeTEopeHWs TpeBoeaHuwi Besonac-

HOCTH, acCOUWHMpOBaHHEIX ¢ OAaHHBIM KOMMOHEHTOM. KOMNOHEHTEI, KOTODEIE MepapxHYHEB
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Mo OTHOLWEHKWKY K KOMNOHEHTY W3 CNWCKA, Takke MOMNYT BbITe MCNONb3OBaHLI ansa yagoene-

TEOPEHWA JaBUCHUMOCTH.

3aBMCHMOCTH MEXOY KOMNOHEHTaMM, YKkazaHHble B HacTosLWem craHpapre, obasa-
TensHel. Mix Heobxogumo ygoeneTteopuTe B M3/36. B HekoTopeix, ocobbix, cny4asx 3T
3ABMCMMOCTH YOOBNETBOPUTE HeBo3amowHO. Pazpaborunk M3/36, obaizatensHo obBocHO-
Bae, NoMeMy OaHHaA 33aBMCHMMOCTE HE NPUMEHWMAa, MOXET He BKIIOYAaTb COOTBETCTBYIO-

WHA KOMNOHEHT B nakeT, M3 wnu 3B6.

6.2 Katanor KOMNOHEHTOB

PacnonoseHwe KOMNOHEHTOB B HacToAWEM CTaHOapTe HEe OTpasaeT HEIH}"I-D-J'IHEG

hOpMANbHYHD TAKCOHOMUID.

Hacroawmid cTaHaapT cogep#MT KNaccsl, COCTOALIME U3 CEMENCTE W KOMMNOHEHTOR,
KOTOpbLIE NPUONWIMTENLHO CrPYNNUPOBaHLI HA OCHOBE 0DLlen dyHKLWKM W NpeaHa3Have-
HWA. Knaccel W ceMeWcTBa NpedcTaenedsl 8 andasMTHOM [NO-NaTHMHCKW) nopadke. B Ha-
Yane KawOoro Knacca WMeeTcA PUCYHOK, NOKa3bIBAKWKWA TAKCOHOMMWID 3TOro Knacca, ne-
PEeYUCNAN CEMEACTBA B 3TOM KNACCE W KOMNOHEHTE! B KaX¥0M cemMencTBe. PUCYHOK TakxKe

HNNKCTPUPYET WepapxXyid KOMNOHEHTOR BHYTDW KaxOoro cemMmelcTea.

B onucaHue Kamaoro {p'jl'HHLI,HDHEHI:HIDTCI KOMNOHEHTA NPpUBEASHB! €rd 3aBMCHMOCTH

OT ApYyrvx KOMNOHEHTOB.

anMEp npegcrabneHda TakCOHOMWMKW KNacca W HepapxHdK¥ KOMNOHEHTOBE B erd ce-

MeNCTESX NpWBEOSH Ha PUCYHKe B.
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MmA knacca

CemedcTeo 1 1 2 3

CemedcTan 2

CemelcTeo 3 1 4

PucyHok 6 — [Npumep geKoMno3nuug Knacca

Ha PHCYHEE 6 ceMeWcTBO 1 COOepMuT TPH HepapxHY4eCEMX KOMNOHEHTA, rde KOMMNo-
HEHTLl 2 KW 3 MoryT ObiTL npWMeHeHE! 4NA BRINOMHEHWA 3aBUCUMOCTEW BMECTO KOMMOHEH-
Ta 1. KOMNOHEHT 3 WepapxryeH K KOMMNOHEHTY 2 1 MOXET NMPpAMEHATECA ONA BLINONHEHKWA

IABHUCMMOCTEN BMECTO KOMMIOHeHTa 2.

B cemeicree 2 MMEIOTCA TPW KOMNOHEHTA, HE BCE W3 KOTOPLIX MWEpapXWYecky CBA3a-
Hbl. KoMmnodeHTel 1 W 2 He MepapxXMYHbl K OpYrMM KOMAoHeHTaM. KoMnoHeHT 3 Mepapxuy-
YeH K KOMMNOHEHTY 2 M MOMET NPUMEHATECA OANA YOOBNETBOPEHUA 3aBUCUMOCTER BMECTO

KOMMOHEHTa 2, HO HE BMECTOD KOMMNOHeHTa 1.

B cemeilicTee 3 KOMNOHEHTH 2, 3 W 4 MepapXWyiHbl K KOMNOHeHTY 1. KOMNoHEHTH! 2 1
3 vepapXvyHbl K KOMNOHEHTY 1, HO HE CONOCTABMME! NO Mepapxiu mexdy cobod. Komno-

HEHT 4 MepapxXMYeH K KOMMOoOHeHTaM 2 1 3.

Mopo6Hbie pUCYHKWM OONONHAKT TEKCT ONWMCAHWA CEMEWCTE W OenalT NpoLlle MaeH-
TUDMKALUMKD OTHOLWEHMA WX KOMNOHEeHTOB. OHW He 38MEeHSAIOT NYHKT «MepapXxuyeckun
OnNA» B ONACAHKW KaWO0M0 KOMMOHEHTA, KOTOPLIA yeTaHaBnueaeT obA3aTensHble yTBep-

AOEHWA MepDapxHiK ONA K300 KoMNoHeHTa.
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6.2.1 BoigeneHWe W3MeHEHHWH B KOMMOHEHTe

BaavMmoCBA3L KOMNOHEHTOB B npeaenax CceMeWcTBa NOKazaHa ¢ WCNonk3oBaHWEM
nonyxupHoro wpudgTa. Boe HoBhie TDE‘EGEEHHS-‘I B TEKCTEe KOMNOHEHTOE BhliOSNEHLI NO-
NYHHUpHBIM UJpI.-‘Id]T[‘I-M. Ons HEpapXH4YeCEl CBA3AHHBIX KOMNOHEHTOR TPEEDEEHHH BbiOene-
Hbl, KOrgda OHW pacllmpeHsl MK MO,EII-"ILTJHI.-LI.-‘I[JCIBEHH no CpagHEHWH C TPEEDBEHHHMH npe-
OB QYWeEro KoOMNoHEeHTAa. KPDME TOrG, niobbie HOBLIE WNK pacwHpeHHbIe MO CpaBHEHWHD C
npedsaykM KOMOOHEHRTOM paz3pelleHHble onepadny Takke BolgenedHel NONYHHWPHBIM

WIpHETOM.
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7 Knacc FAU: Ayaut BesonacHoOCTH

AyauT BesonacHocTu BkNoYaeT B cels pacno3HaeaHwe, 3annck, XpaHEHWE M aHanua
WHPOPMAaLKMK, CBA3AHHOW C JeWCTEMAMM, OTHOCALWMMKUCA K De3zonacHoOCTH (Hanpumep,
NeRCTBHUAMM, KOHTpONUpyeMbimu ©E0). 3anucK ayouTa, Nnony4aemMsle B peaynsTaTte, Mo-
ryT ObiTb NpoaHanuavposaHel, 4ToOLl OnNpenenuTb, Kakve OeWCTBWA, OTHOCALIMECA K

Be3onacHoCTW, NPOMCXOAWMNM, W KTO U3 NONL30BaTENSW 33 HWX OTBEYaeT.

FALU_ARP AeTomMaTu4eckan peakuus
ayguta Ge30NacHOCTM

FAU_GEN lNenepauus aaHHeIX aygu-
Ta Be30nacHOCTH

FAU_SAA Ananua ayguta Besonac-
HOCTH

1
FAU_ SAR lMNpocwmoTtp ayguta beso- ’_

— 2
NacHOCTH ‘
3

FAU_SEL Bubop cobuiTwii ayawta

Be3onacHoOCTH
1 £
| | FAU_STG XpaHenue gaHHbix ayaura
Be3onacHoCTK
3 4

PucyHok 7 — exomnoanyua knacca FAU «Ayaut BeaonacHocTH»
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7.1 ABTOMaTMYecKkas peakuws ayauTta bezonacHoctu (FAU_ARP)
7.1.1 XapakTepucTHKa cemMenCTEa

Cemeiicteo FAU_ARP onpegenseT peakuuto Ha obHapyseHne coDbITHA, YKa3LIBAKLLMX

Hd BO3MOKHOE HapyleHWe GeaonacHocTM.

7.1.2 PanxwvpoBaHve KOMNOHEHTOB

B FAU _ARP.1 «Curnane HapyweHus beaonacHoctuy ®BO gonwHe npegnpuHul-

MaTe OeACTEMA B Cnyyae DEHEP}'}'{{EHHH BOAMOMHOMD HapyLWWeHHWA Ge30NacHOCTHK.

7.1.3 ¥npaenenwe: FAU_ARP.1

Ona tyHkumiA ynpaeneHwAa u2 knacca FMT moryT paccmaTpuBaTecs chnegyrolMe

OeWCTBMA.
a) ¥npaenexue feicTBuamu (JobaeneHue, yaoanedwe unn moguduvkalua).

7.1.4 Ayour: FAU_ARP.1

Ecnu B N3/36 BrnwueHo cemedcteo FAU_GEN «lMexHepauus gaHHbix ayauta beao-

NacHoOCTH», TO cneayeT NpeaycMoTRETs BO3MOMHOCTE ayauTa cneaylwmux 0edcTEWA.

a) MuHMManbHEIW: OedcTBME, NpeanpiHAMasMele B OTEST Ha BOIMOMHLIE Hapywe-

HuA Be30NacHOCTH.

7.1.5 FAU_ARP.1 CurHansl HapyweHus Ge30nacHOCTH

WMepapxuqecknil gna: HeT nog4MHeHHBIX KOMNOHEHTOB.
3aeucumocti: FAU_SAA.1 AHanwa NnoTeHUWansHOM HapyLWeHWs

7.1.5.1 FAU_ARP.1.1

®B0 gomuHbl NpeaANpPHHATE [HazHavyeHWe: crnucok deilcmeuld] npu obHapyxe-

HAHW BO3IMOXHOMN HapyweHHWA fesonacHOCTH.

7.2 NeHepauws gaHHbIX ayguTa 6esonacHocT (FAU_GEN)
7.2.1 XapakTepucTMKa cemeWcTRa

Cemeicteo FAU_GEN onpegenser tpefoBaHws nNo permcTpaumid BOIHWKHOBEHWS
coDbLITUA, OTHOCALLMXCA K BEe30nacHOCTH, KOTOPLIE NOAKOHTPONLHL PEO. 310 cemelcTRO

WOEHTUMUKMPYET YPOBEHE ayauTa, NepeuucnieT TNkl CoObITUA, KOTOPbLIE NOTEHUWANLHO
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OOM#HLE NOABERraTeCA ayguTy ¢ MCNonk3osadueM ©5O0, W onpegenseT MUHUMAaNLHLIA
0BLEM CBA3AHHOW C ayauMTOM WHPOPMAaLKMW, KOTODYH cneayeT NpeacTaenATe B 3anucax

aygnTa paanuyeHoro THna.

7.2.2 PaHxupoBaHWE KOMNOHEHTOB

FAU_GEN.1 «leHepauwa OaHHeix ayouTas onpefenseT ypoBeHk cODLITWA, noTeH-
UMansHo NoAsepraembix ayauTy, M COCTAB OaHHLIX, KOTOPLIE JOMKHb DbiTh 3aperucTpu-

poBaHEl B Kaw ol 3anmck.

B FAU_GEN.2 «Accouwaumnsa wgeHTugurkatopa nonkaceatensas 60 nonwHel acco-
UMKpoBaTs CoBLITUA, NOTEHUMANLHO NOgBEpraeMsie ayauTy, U NUMHbIE WAEHTUUKATOPLI

NonNb3IoBEaATENEN.

7.2.3 ¥Ynpaenenuune: FAU_GEN.1, FAU_GEN.2

OeicTena No YyNpaeneHuio He NPpeayCcMOTPEHE!.

7.2.4 Ayaur: FAU _GEN.1, FAU_GEN.2

HeTt cobeiTid, 4NA KOTOPLIX CNEayeT NPeayCMOTPETs BO3MOXHOCTb ayaMTa.
7.2.5 FAU_GEN.1 NeHepauyua gaHHbIX ayguTa

WMepapxuqeckuii ans: HeT NoOOHYMHEHHBIX KOMMOHEHTOB.

3aencumocTti: FPT_STM.1 HagemHbie METKH BpEMEHH

7.2.5.1 FAU_GEN.1.1

@®B0 gon¥Hbl 6bITe CNOCOOHLI rEHEPUPOBAaTL 3aNWCh ayQWTa OANA CRenyH WHX

coBbITHIA, NOTEHUWANBHO NOABEPraeMbIX ayauTy:
a) 3anycK W 3aBeplUeHKe BbINONHEHWA YHKLWA AyOnTa;

b) Bce cobeiTA, NOTEHUMANLHO NOABEpraeMble ayauTty, Ha [Beibop (BEbIbpaTh
OOHO W3): MUHUManbHbil, Gazoesil, demanu3uposaHHbil, HeonpedeneHHbId]

YPOEHE aynMTa;

c) [HazHaveHune: dpyzue cneyuansHo onpedenenHsle cobbimun, NomeHyuans-

Ho nodeepzaembkie aydumy].

7.2.5.2 FAU_GEN.1.2
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®B0 aonXHbI PErMCTPMPOBATE B KAXAOW 3anvMcH ayaMTa, No MeHblled mepe,
cnegyowyo HHpopMaunio:
a) pata » BpemA cobbiTMA, TMN cobbiTA, waeHTUdMKaTop cybwekra (ecnm

NPUMEHMUMO) M PE3YNLTAT CODBLITHUA (YCNEWHLIA MNK HeYCNeLWHbIA);

b) ans kawpgoro TMna coBbITWA, NOTEHUMANbLHO NOABEpracMbiX ayauTy, M3
Yyucna onpefeneHHbiX B (GYHKUMOHANBHBLIX KOMMOHEHTAX, KOTOpPbIE BKMNYEHbl B

N3/36, [HazHaveHne: dpyzan oMHOCAWAESCA K aydumy uHghopmayus).

7.2.6 FAU_GEN.2 Accounauma naeHTHMKaTOpPa NONL30BaTENA

HMepapxuydeckni ansa: HeT NogYyMHEeHHLIX KOMNOHEHTOR.

3aeucumocTti: FAU_GEN.1 MNeHepauna naHHLIX ayauTa
FlA_UID.1 Boibop momeHTa MOSHTHMEALMK

7.2.6.1 FAU_GEN.2.1

Ona ayauta coBbITHA, ABNAKLMXCA PEe3yNbLTATOM OSHCTEMA WAEHTUW(MUWPOBaH-
HbiX Nonb3oBaTenei, P60 AonkHbLl BbiTh cNocobHbl acCCOUMHMPOBaTL Kawaoe cobbi-
THE, NOTeHUWanLHO NoOABepraeMmoe ayauTy, ¢ HASHTU(MUKATOPOM NONbL3OBATENA, KOTO-

pbii 66N MHULWATOPOM 3TOro COBBITHA.

7.3 Ananuz ayauta GezonacHocTu (FAU_SAA)

7.3.1 XapakrepHcTMKa cemMeWCTBa

Cemeiicteo FAU_SAA onpenenser TpeboBaHuAa ONA  ABTOMATW3HMPOBAHHLIX
CPeAcTB, KOTOPLIE aHaNKaWpPYIoT Nokalatend @yHKUMOHWPOBAHWA CUCTEME! M JaHHLIE ay-
OMTa B LENAX NOWCKA BOIMOXHLIX MNKW peanbHelX HapyweHuid BesonacHocTi. 3TOT aHanKa
MOMET MCNONL30OBATLCA ANA NOAOEPKKW Kak oBHApyMEeHWs NPOHWKHOBEHWA, TAK W aBTo-

MaTHUYEeCKoH peaxkui Ha NoTedulansHoe HapylleHke feaonacHOCTA.

Oe#icTera, NnpeanpuHUMasemMesle NpW obDHapy¥eHMK HapyweHWd, MoryT BbiTe NpU He-
ofxogMmocT onpegeneHsl ¢ MCNnonk3ceaHuem cemedctea FAU_ARP «AsTomaTtuueckan

peakUns aygnta BeaonacHocTA®.
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7.3.2 PaHXupOBaHWe KOMNOHEHTOB

E FAU_SAA1 «AHanw3 noTeHUWansHOro Hapywexws» TpebyeTca Da3zoBwId nopor

QEHEDE}HEHHH Ha OCHOBE YCTaHOBNEHHOMD HEEDF]E npagun.

B FAU SAA.Z2 «BrisBneHre aHomanuu, OCHOBaHHOe Ha npodwmner» ©BO nognepsw-
BAOT OoTAenbHLIe npoghuny UCNoNL3I0BaHWA CUCTeMbI, rae npodwune npegcraenset coboi
WwabnoHs! NpeapICTOPMA MCNONE30BAHWA, BEINONHABLIMECH YYaCTHUKAMW Uenesol 2pynis!
npoghuna. Ueneeas rpynna npouna MOMeT BKNKUYATE B cebA OOHOro WMNW HECKONBKWMX
YYACcTHUKOB (Hanpumep, OTAENbHBLIA NONL3OBATENL, NONLIOBATENW, COBMECTHO WMCNOINb-
aylowre obwri uaeHTUdKWKaTOp UNu oblke yYyeTHsIe AaHHLIe; NOMNBLICBATENKM, KOTOPLIM
Ha3Ha4YeHa ogHa ponb; BCE NONbL30BATENW CUCTEMbI WNKW CETEBOMD Yana), KOToOpbie B3aWMo-
pedcteyoT ¢ PBO. KaxpoMy y4acTHuky LeneBol rpynnsl Npouna HA3HAYAETCA MHOWBM-
OYaneHeIW pedmudz Nodo3pumensHoU aKmusHOCIML, KOTOPBIA NOKA3LIBAET, HACKONLKD Te-
KyllMe nokazaTeny AeRcTEWA yYacTHMKA COOTBETCTBYIOT YCTAHOBMNEHHbIM wabnoHam Wc-
NonL308aHWA, NpeAcTaBneHHsIM B npodune. 3ToT aHANW3 MOXET BLINONHATLCA BO BpEMA

DYHELUWMOHMPOBAHWA OO0 unm NPy aHanuae gaHHsX ayonMTa B NakeTHOM peXdume.

B FAU_SAA.3 «lNpoctas aepuctika arakMr» ®EO nonwHsl BbiTe cnocobHe ofHapy-
HUTh BOZHUKHOBEHMWE XapaKTepHbIX CODLITUA, KOTOPLIE CBUAETENLCTRYIOT O 3HAYUTENEHORA
yrpode aona peanuzayni @TE. 3TOT NOWCK XapakTepHblX CODBITUA MOXET NPOWCXOAMTE B

pPeXHME pDEANBEHOMD BPEMEHW WNKW NPW aHaNK2e JaHHBIX aYOMTa B NaKeTHOM DexHME.

B FAU SAA.4 «CnowHan aepucTuka atakms» PO gonmwHbl BeITe cnocobHel 2a8aTte U
0BHapY#MTh MHOTOLWAroBbLIE CLUEHAPWK NPOHWKHOBEHKWA. 3gece PEO cnocobHbl CPaBHMTL
cODLITUA B CUCTEME (BO3MOMHO, BLINONHASMBLIE HECKONBKMMK YYACTHUKEMM) C NOCNeno-
BATENbHOCTAMM COBOLITMA, W3BECTHLIMKM KaK MOMHbIE CUEHAapWW NPOHWKHOBEHWA. $BO
AOM#KHbLL BeiTe cNocobHbl yKa3aTe Ha obHapyxeHWe xapakTepHoro cobeITUA WNK Nocneno-
BATENEHOCTH COOLITHA, CBMAETENLCTBYHLWMY O BO3MOMHOM HapylWeHWW peanu3auui
OTE.

7.3.3 ¥npaeneuwe: FAU_SAA.1

Ona dyHEUMA ynpaenedds U3 knacca FMT soryT paccMmaTpuBaTtscs chedyllme

OEWCTBWA.

a) Conpoeoxgoenwe (gobasnexwe, mogudmkauwsa, yoanedHwe) npaeun w3 Habopa

npasun.
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7.3.4 ¥Ynpaenenuwe: FAU_SAA.2

Ona thyHKUMA ynpaeneHua W3 knacca FMT MoryT paccMaTpuBaThCs chnefyliue

DeWCTBMA.

a) ConposoxgeHwe (yoanedHwe, mogudukauns, gobasneHwe) rpynnbl Nonb3oBaTe-

neil B Uenesoi rpynne npodpuna.

7.3.5 Ynpaenenwe: FAU_SAA.3

Ona cyHEUWIA ynpasnedda W3 knacca FMT moryT paccMaTpuMBaTeCA chegywllue

OeWCTBMA.

a) ConpoeoxgeHne (yoaneHwe, mogudgmrkauma, nobasneHne) nooMHOXecTea cobbiTuit

CHCTEMEI.

7.3.6 ¥Ynpaenenuwe: FAU_SAA .4

Ona chyHKUMA ynpaBneHua W3 knacca FMT moryT paccMaTpuBaThCH chefywllue

OeWCTBMA.

a) Conpoeoxpenwe (yoaneHue, mogudmkauma, qobaeneHne) nogmMHoxecTea cobbiTHin

CHUCTEMKI.

b) Conposowpenue (yoanedue, mogudwrauwsa, gobaenedwe) Habopa nocnegoea-

TeNLHOCTER cOBLITHA CUCTEMbL.

7.3.7 Ayaur: FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA.4

Ecnu B M3/36 exnioveno cemelicteo FAU_GEN «lenepauwsa gaHHeix ayguTta beao-

NacHoCTHM», TO cNegyeT NpedycMoTPETs BO3MOMHOCTE ayanTa CneqywKy 0edcTEWA,
a) MWHMManNbHLIA: NOAKMHYEHWe W OTKNIDMEHWE M0Boro M3 MexaHWaMoB aHanuaa.

b} MUHMMaNLHLIK: ABTOMAaTHYECKWE feakuM, BbINONHASMBIE MHCTPYMEHTANbHEIMMK

CPEOCTBAMM.

7.3.8 FAU_SAA.1 Avanuz noTEHUWANLHOro HaAPYLWEeHWUA
Wepapxuuecknid gna: HeT nogYMHEeHHbIX KOMNOHEHTOB.

3aercumocTti: FAU_GEN.1 MNeHepauwa OaHHBX ayauTa

7.3.8.1 FAU_SAA1A
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®B0 gon¥Hbl BbITE cNOcOBHLI NPUMEHWTE Habop npaeMn MOHWMTOPMHra co-
GLITMH, NOABEPralOWMXCA ayOUTY, M YKa3aTk HAa BO3MOMHOE HapylWeHWe peanuia-

UM @ThE, ocHOBLIBAACHL HA 3TUX NpaBWNax.
7.3.8.2 FAU_SAAA1.2

®B0 gonkHblI OCYWECTEBNATE CNegyllue NpaBuna NnpM MOHWUTOpPUHre cobbl-

THW, NOABEPralWMXCA ayauTy:

a) HakonneHWe wnW oBbLeaMHeHWe W3BECTHbIX [HazHavyeHWe: MOOMHONECmEo
onpedeneHHebIx cobbimull, NomMeHYUanbHO NodeepaaemMbix aydumy], yKazbiBarwMx

Ha BOIMOXHOE HAapylWeHWe Gezo0nNacHOCTH;

b) [HazHavenne: dpyaue npasunal.

7.3.9 FAU_SAA.2 BuiaBneHue aHOManNuW, OCHOBAHHOE Ha Npodune
Wepapxuyeckuid gna: HeT nog4MHeHHEIX KOMNOHEHTOB

3aeucumocTi: FIA_UID.1 Beibop MoMmeHTa wAeHTUDWKaLIMK

7.3.9.1 FAU_SAA.2.1

®B0 gonkHbl BLITE cnocobHbI coNnpoBOXAaTL NPOUNKM MCNONL3OBAHWA CHUC-
TEMbI, FAe KamablA OTAEeNbHbIA Npodune NpeacTaBNAeT MIBECTHbIEe WabnoHskl npe-
ALICTOPHH WCMONL3IOBAHWA, BbINONHABLWMECA Y4YacTHMKaMK [HazHadveHwe: creyu-

churayun yeneeoil 2pynnel npoghunsl.
7.3.9.2 FAU SAA.22

©BO gonkHbl BbITe cNocobHBEI CONPOBOXAATE PEATHHI NOOO3PMTENEHOW akK-
THBHOCTH ANA KaOXAOro NONbL30BaTens, YbM OEWCTBMA OTpaXeHbl B npodune, roe
PEHTHHI NOAO3PUTENbHOW AKTWBHOCTH NOKa3biBaeT CTENeHb HEeCOrNacoBaHHOCTW
OEWCTEWH, BbINOMHAEMbIX MONb3OBaTenemM, ¢ YCTAHOBNEHHbIMW WabnoHamw Wc-

nonk30BaHAA, NpeacTaBnNeéHHBIMH B ﬂpﬂthl'lfl&.
7.3.9.3 FAU_SAA2.3

@®B0 goniHbl 6biTh cNOCOBHBLI YKa3aTk HA BEPOATHOE HapYWeHWe peanu3aLuu
@©TB, Korga pedTHHr NOAO3PHTENEHOW AKTHBHOCTM NONL30BATENs NpeBbILLaeT cne-
AyWLWHe NOpOroBbie YCNOBWA [HazHa4eHWe: ycrnoeus, npu komopbix ®50 coob-

wiarom of aHomaneHbIx delicmauax].
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7.3.10 FAU_SAA.3 NpocTas 3BPUCTHKA aTaKkK
WMepapxuueckid gna: HeT NnoguMHeHHbIX KOMNOHEHTOB

3aBvCHMOCTHK: OTCYTCTBYHOT.

7.3.10.1 FAU_SAA.3.1

B0 pon¥Hbl BbITE cNocoDHbLI CONPOBOXOATE BHYTPEHHEE NpefcTaBneHue
CneaywuMx XapakTepHbiX cobLITUi [HazHavyeHWe: nodMHoXecmso cobbimul cuc-

meMbi], KOTOpPbIE MOTYT YKa3biBaTh HA HapyWeHWe peanniauun OTE.
7.3.10.2 FAU_SAA.3.2

®EO gon¥Hbl BbiTe cNocobHLI CPABHWTE XapaKTepHbleé CODLITHA C 3anNMChio
nokazarened yHKUMOHWPOBAHWA CHCTEMbI, NONyYeHHLIX npu obpaboTtke [HaaMa-
4eHHe: UHgopMayusA, ucnonkiyeMan dna onpedeneHus nokazameneld QyHKYUOHU-

posaHua cucmemai).
7.3.10.3 FAU_SAA.3.3

@®EO goniHbl BbITh CNOCOBHEI YKA3aTh HA NOTEHUWANBHOE HapYLWEHWe peanu-
saumn PTE, korga cobbiTHe CUCTEMBI COOTBETCTBYET XapakTepHoMy CobbITHIO, YKa-

3biBAKOLIEMY Ha NOTEHUMANbLHOE HapywWweHWe peanuiauwn OTE.

7.3.11 FAU_SAA.4 CnoxHan 3IBPUCTHUKA aTaku

Mepapxudeckmin gna: FAU_SAA 3 MNpocTas 3BpUCTUKE BTaku

3aBMCUMOCTM: OTCYTCTBYHKOT.

7.3.11.1 FAU_SAA.4.1

©EQO ponwHbl BeiTe cnocobHBI CONPOBOMOATE BHYTPEHHEE NpegcTaBneHwe cne-
AVIOWKWX NOCNeAoBATENEHOCTEW CODBLITUA WM3IBECTHLIX CUEHAPWEE NPOHWUKHOBEHMWA
[HaznaveHwe: cnucok nocnedosamensHocmel cobebimul cucmembl, coenadenue
KOMOpPLIX XapakmepHo ONA U3seCMHLIX CUeHapuee NPOHUKHOBEHUA] W CNEQYHILLMX
xXapaKTepHulx cobbITUA [HazHadYeHwe: modmMHoxecmeo cobeimull cucmemsl], KOTOpLIE MO-

ryT yKa3bIBATE HA BO3MOXHOE HapylweHue peanuiaauun OTE.

7.3.11.2 FAU_SAA.4.2
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@50 ponwHel ObiTe CNOCOBHL CPABHWTE XapakTepHole cobbITHA M nocnegoBa-
TENLHOCTH COBLITHIH C 3aMUCLi0 NokazaTtenel YHKUMOHMPOBAHWA CUCTEMbI, NONYyYeH-
Hbix Npw obpaboTke [HasHaueHWe: uHhopMayUusA, ucnonkayemMan dna onpedeneHus Noka-

samenel yHKYUOHUPOoBaHUA cucmeMsi).
7.3.11.3 FAU_SAA.4.3

©BO ponHe! GbiTe cNocobHL! YKA3aTh HA NOTEHUMWANBHOE HAPYLUEHWE PeanvaaLuu
®Th, korga nokasartenu yHKUMOHMPOBAHWMA CHMCTEMbI COOTBETCTBYIOT XapakTepHOMY
coBLITHIO MNK NOCNEAOBaTENLHOCTH COBLITUIA, YKa3biBAWMM Ha NOTEHUWANLHOe Ha-

pyweHue peanusaumn ©TE.

7.4 MpocmoTtp ayguta GeszonacHocT (FAU_SAR)

7.4.1 XapakTepWcTWKa ceMeWcTBa

Cemelicteo FAU_SAR onpepenaer TpefoBaHWa K cpeAcTBam ayaouTa, K KOTOPbIM
cnegyeT NPegocTaBMTs OOCTYN YNOMHOMOYEHHBIM MONL3CBATENAM ANA WMCNONL30BaHWMA

NpK NPOCMOTPE OAHHLIX ayauTa.

7.4.2 PaHxvpoBaHWe KOMNOHEHTOB

FAU_SAR.1 «lMpocmoTtp ayouras NpeqocTaBnseT BOIMOMHOCTE YMTaTe MHMOpMa-

LMK M3 3aNMCel ayauTa.

FAU_SAR.2 «OrpaHnyeHHbIA NpOCMOTP ayauTas cofepwuT TpebosaHvwe oTCyTCTBMSA
0oCTyna K MHOPMAaUMK KoMy-nubo, Kpome nonbaoeartened, ykadandoblx B FAU_SAR.1

«[pocMoTp ayauTas.

FAU_SAR.3 «BoiDopouHbli NnpocMoTp ayguTay cogepwuT Tpeboeadune, uyTobwl cpeg-

CTEa NpOCMOTPpa aydguTa DTEH{.‘IEIJ"IH AddHHEBIE ayQnTa Ha OCHOBE KpUTepWeER NpOCMOTDAE.

7.4.3 Ynpaenenue: FAU_SAR.1

Ons dyHEUMA ynpaenedns 12 knacca FMT moryT paccmaTtpueaTeca cnegyrlme aed-

CTEWA.

a) nogaepxka (yoaneuwe, mogupurayma, gobaeneqwe) rpynnel NoNL3oEaTeNnen ¢ npa-

BOM JOCTYNA K HTEHWID 3aNWcer ayaguTa.
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7.4.4 Ynpaeneuuwe: FAU_SAR.2, FAU_SAR.3

NedcTBUA NO YNpABNEHWID HEe NPenyCMOTPEHBI.

7.4.5 Aygur: FAU_SAR.1

Ecnu & MN3/36 sxknodeHo cemeiicTteo FAU GEN «MeHepayua gaHHeix ayouta Gesonac-

HOCTH», TO CrefyeT NpeaycMOoTpeTh BO3MOXHOCTL ayauTa cnedyowmny JeMCcTBHA.
a) Bazoewiii: YTeHne MHhOPMALKMK M3 3anvcei ayauTa.

7.4.6 Ayowur: FAU_SAR.2

Ecnu B MN3/36 exnwovero cemencteo FAU _GEN «[edepauwna navHbix ayouta Gezonac-

HOCTH®, TO CNeayeT NpeaycMOTPeTh BOZMOMHOCTE ayauTa Cneayiowmy AenCTEWHN.
a) ba30BbIi: HEYCNELWHLIE NONBITKW YUTaTb MHDOPMaUWIo U3 3anKceil ayauTa.

7.4.7 Ayour: FAU_SAR.3

Ecnu e M3/36 exnwovero cemencteo FAU GEN «[enepauywa panHeix ayouta Hezonac-

HOCTU®, TO CNeayeT NpeaycMOoTPeTs BO3MOMHOCTE ayauTa Cneayioumy AenCTEHA.

a) JeTann3aupoBaHHbIi: NapaMeTpsl, MCNoNbayeMble NpK NPOCMOTPE.

7.4.8 FAU_SAR.1 NpocmoTp ayauTa

HEPEPKHHEGKHE anAa: HeT nog4WHeHHBIX KOMMNOHEHTOE.

3aencumocTti: FAU_GEN.1 MNeHepauua naHHeX ayauTa
7.4.8.1 FAU_SAR.11

@®B0 gonkHbl NPEAOCTABNATL [HazHAUeHHE: YyNOMHOMOYEHHbLIE NoNb3i0eame-
U] BOIMOKHOCTE YMTaTh [Ha3zHaueHWe: CAUCOK uHgopMaluu ayduma) ua 3anMcen

aygura.
7.4.8.2 FAU _SAR.1.2

®E0 gonxHbI NpeqOCTABNATL 3aNUCH ayaWwTa B BUAe, NO3BONAKLWEM NONb30-

BaTen BOCNPMHHUMATE COOEePMaALLYHOCA B HHX HHq‘)bpMHHHI‘Q.

7.4.9 FAU_SAR.2 OrpaduveHHbIA NPOCMOTP ayanTa

HEPEPKHHEGKHH ansa: HeT nog4YMHEeHHbLIX KOMMNOHEHTOE.
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3aevcumocTti: FAU_SAR.1 MNpocmotp ayguta
7.4.9.1 FAU_SAR.21

©B0 ponxHbI JanNpeTUTeL BCeM NONb3I0BATENAM QOCTYN K HTeHHID 3anucen ay-

AWTa, 3a MCKMNIYeHHWEM NoNbL3I0BATENEH, KOTOpbIM ABHO NpegoCTaBneH 4OCTYN gNnAa

YTEHWHA.

7.4.10 FAU_SAR.3 Bhibopo4Hbli NnpocMoTp ayauTta
Wepapxuqecknid ana: Het nog4MHeHHLIX KOMNOHEHTOB.

3aewcumocTtu: FAU_SAR.1 Npocmotp ayguta
7.4.10.1 FAU_SAR.3.1
®EO gonkHel NPEeAOCTABNATE BOIMOKHOCTE MCNONL30BaTE [Ha3HAYEHHE: Me-

ToAkl BbiGOpa wunu ynopadoveHusa] AaHHLIX ayaoWMTa, OCHOBAHHLIA Ha [HazHave-

HHWe: Kpumepuu ¢ nosuYyecKumMmu EMHGHJEHUHMIJ].

7.5 Bbibop cobbiTii ayauTa GeszonacHocTk (FAU_SEL)

7.5.1 XapaxkTepMcTHKa ceMelcTBa

Cemeiicteo FAU_SEL onpepenser Tpeboradua AnNA Belbopa COBOKYNHOCTH cOBbI-
TWA, KoTOopele BynyT NoaBepraTrLcs ayauTy Bo Bpema dyHkuvoHupoeaHua OO0 wa coso-

KYMHOCTW BCaX COBBITUA, NOTEHUMANBHO NOABEPrakWMXCA ayauTy.

7.5.2 PanmuvpoBaHWe KOMNOHEHTOB

FAU_SEL.1 «WabupatencHeld ayguTy cogepxuT TpeboBaHMA BO3IMOMHOCTH BriDopa
COBOKYNHOCTH cOBBITWA, NOOBEPralMXCa ayauTy, W3 COBOKYNHOCTW BCex cobbiTwid, no-
TEHUWANBHO NOABEPTaWMECA ayauTy W uaeHTuduuupoeadHelx B FAU GEN.1 «eHepa-

UMA OaHHbIX ayOuTan, HAa ocHoee aTpubyToR, onpegenaembix paspaboryukom MN3/36.

7.5.3 ¥Ynpaeneuue: FAU_SEL.1

Ona dyHEUMA ynpaenedHKda u3 knacca FMT soryT paccMmaTpueaTesCs cnegylowue

OEeWCTEBWA:

a) ConpoBo¥aeHue Npag npocMoTpa/Mofudukalii cobsITUA ayouTa.
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7.5.4 Ayowr: FAU_SEL.A

Ecnu B N3/36 BrnwueHo cemencteo FAU_GEN «lMedepauus faHHeix ayauTa beao-

nacHoCTH®, TO CNegyeT NpedyCcMOTPeTE BO3MOMHOCTE 8YAWTa Cnefyrwmx 0edCTBHA.
a) MuHumaneHsi: Bee mogupurkaumy koHdUrypaywn aygwta, NpoMcXogsluve Bo
Bpema cBopa faHHbIX ayauTa.
7.5.5 FAU_SEL.1 Mz6mupaTencHbli ayguT
Mepapxuqecknii ana: HeT Nnog4MHEHHEIX KOMNOHEHTOR
3aencumocTti: FAU_GEN.1 MNeHepauma 0aHHLIX ayauTa
FMT_MTD.1 ¥npaenexnuwe aaHHeimu $B0

7.5.5.1 FAU_SEL.1.1

PEO gonkHbl BbITh cNocobHbl K OCYWECTEBNEHWIO BLIBOpa COBOKYNHOCTH CO-
6bLITUH, NOABEPraloWMXCA ayaMTy, M3 COBOKYNHOCTH COBLITMH, NOTEHUMaNLHO nog-

BepraeMbiX ayauTy, 6asMpysack Ha cneaylowWMX aTpubyTax:

a) [ewibop: udenmugurkamop obwekma, udenmughukamop nonsL3osamens,

udenmughukamop cybsexkma, udeHmughukamop y3na cemu, mun cobeimus]

b) [HazHakueHwWe: crnucok domoMHUMenbHbix ampubymoes, Ha KOMOPBIX OCHO-

aaHa uzbupamensHocms aydumal.

7.6 XpaHenue naHHbIX ayauTa BezonacHocTtu (FAU_STG)

7.6.1 XapakTepucTHKa cemMencTEa

Cemelicteo FAU_STG onpepenser TpeboeaHusa, npw BeiNonHeHuwW koTopeix $BO
cnocobHbl CO3NABATE W CONPOBOXAATE XypHan ayauta BesonacHocT. Moa xpaHUMbIMMK
3aNMCAMUW ayguTa NOHWMAKTCA 2ankck B #ypHane ayawuta, HO He 3anWcu ayguTa, KoTo-

pbie BbINu 3arpyxeHs! (B0 BPEMEHHYIO NaMATL) B npouecce Buibopa.

7.6.2 PanmuvpoBaHue KOMMNOHEHTOB

B FAU _STG.1 «3amuieHHDe XpaHeHWe KypHana ayauTtas cofep#arca TpebosaHus

JalUWTEl ¥y PHana ayguta oT HeCAHEUWOHMPOBaHHOMD YoaneHK A wunu HD,EIHq)HKELIHH.
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FAU STG.2 «MapaHTyuX OOCTYNHOCTH QaHHLIX ayouTas ONpefenseT rapaHTuW, 4To
®EO nogaepMBEAT UMEKILLMECA OaHHLIE ayaMTa NP BO3HWKHOBEHWM HEMENaTensHOW

CHUTYauKi.

FAU_STG.3 «[leficTemA B cNy4ae BO3IMOXHOW NOTEPM A8HHBIX ayAWTa» onpefenseT
NEeACTBUA, KOTOpBIE HeoBXOAWMO NPEaNPUHATL, eCNi NPeBLILWEH 3a0aHHLIA Nopor 2anon-

HEHWA XypHana ayaura.
FAU STG.4 «lMpepoTepaweHue NOTEPM OaHHLIX ayauTas OnNpegenseT AeHCTEMA

npH NepenonHerKi XypHana ayoura.

7.6.3 ¥Ynpaeneuue: FAU_STG.1

NefdcTBUA NO YNPABNEHWID HE NPenyCMOTDEHBI.

7.6.4 ¥Ynpaeneuue: FAU_STG.2

Ona chyHKUMA ynpaeneHua W3 knacca FMT MoryT paccMaTpuBaThCs chnegyliue

OEeWCTBHA:
a) ConpoBowaeHWe NAapamMeTpoR, KOTOpPLIE YNPABNAKT BO3IMOMHOCTAMKU XpaHEHWS

#MypHana ayauTa.

7.6.5 ¥Ynpaeneune: FAU_STG.3

Ons chyHEUWA ynpaeneHwa W3 knacca FMT moryT paccMaTpuBaTbCA chnefyrliue

OeWCTEBMUA:
a) OTcnexuBaHwe nopora 3anonHeHuA.

b) Conpoeoxpexne (yoanedHuwe, moguchukauwa, gobaenexwe) DedcTEWW, KOTOpbie

HY#MHO NPEANPUHATE NPW BOIMOKHOM cHOE XpaHEHWUA MYpPHANA ayouTa.

7.6.6 ¥Ynpaenenwe: FAU_STG.4

Onsa chyHKUMA ynpaenedda w3 knacca FMT moryT paccmaTpuBaTeCcA cnegylwime

OEWCTBMWA.

a) Conpoeoxgexue (yoanedHwe, moguchukauwa, gobaenedwe) NencTEWA, KOTOpbie

HYMHO NPEANPUHATE NpW cBoe XpaHeHWs XypHANa ayauTa.

7.6.7 Ayour: FAU_STG.1, FAU_STG.2

HeT cobbITMid, ANA KOTOPLIX CNegyeT NpeaycMoTpeTs BOSMOMHOCTE ayguTa.
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7.6.8 Ayowur: FAU_STG.3

Ecnu B N3/36 BrnwueHo cemencteo FAU_GEN «Medepauus naHHwix ayauta Geao-

NacHOCTH:, TO cnegyeT NpedyCMOTDETE BO3MOMHOCTE 8YAWTa CnelyWwnx OercTEWA.
a) basoekIK: NpeanpyMHUMaeMele OeACTEWA NOCNE NPeBLILWEeHWA NoOPora 3anonHeH A,

7.6.9 Aynur: FAU_STG.4

Ecnu B N3/36 srnwoueHo cemencteo FAU GEN «lMeHepauws gaHHeix ayauta beao-

NacHOCTU», TO CNeayeT NpeaycMoTpeTs BO3MOMHOCTE ayAUTa Cneaymx eRcTBHA.

a) ba3oebld: NpeanpUHUMaeMble OeACTEMA NpK cboe XpaHeHWs XypHana ayauTa.

7.6.10 FAU_STG.1 3JawmweHHoe XpaHeHue XypHana ayaura
Wepapxuqeckuid ona: HeT Nog4MHEHHBIX KOMNOHEHTOB.

3aevcumocTti: FAU_GEN.1 MeHepauMa AaHHLIX ayguTa

7.6.10.1 FAU_STG.1.1

@50 ooMKHbI 3AWMWATH XpaHMMbIe 3anNMCH ayOWuTa B XypHane ayguTa OT He-

CaHKUWOHWPOBAHHOIO yAaneHus.
7.6.10.2 FAU_STG.1.2

®60 pon¥Hbl BLITe cnocobHbl [Boibop, (BLIDpaTe ogHo wu3): npedomepa-
Wams, ebiASNAMB] HECAHKUWOHWPOBAHHYKD MOAWMHWKALMIO XPaHWMbIX 3anucen

aynuTa B MypHane ayaura.

7.6.11 FAU _STG.2 NapanTvK QOCTYNHOCTH OaHHbIX ayguTa
Mepapxudecknwin gna: FAU_STG.1 3awuilieHHoe xpaHeHHe xypHana ayauTa

3aevcumocTti: FAU_GEN.1 MeHepauma OaHHBIX ayauTa

7.6.11.1 FAU_STG.2.1

©BO OoMmKHbE 33LMILATE XpaHuMble 3ankucH ayauTa B XYpHane ayouta OT HeCaHK-

UMOHHMPOBAHHOMD YOdNeHWA.

7.6.11.2 FAU_STG.2.2
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B0 pgonwHe! ObiTe cnocobHe [Beibop, (BLIbpaTe ogHO U32): Npedomepalyams, 8.i-
AENAME| HECAHKUMOHWPOBAHHYID MOOW(WUKALMI XPAHWMLIX 3anUCceld ayauTa B XKypHane

ayouTa
7.6.11.3 FAU_STG.2.3

®EO ponkHel obecnevnTs nogaepxky [HazHaueHwe: MOKkazamens COXPaHHO-
cmu 3anucel ayduma) XpaHWMbIX 3anucei ayauTa NPW HACTYNNEHWA CRenyo X

cobeiTHi: [BeIDOp: mepenonHeHue xypHana ayduma, cbod, amakal.

7.6.12 FAU _STG.3 [ecTeMA B cNny4yae BOIMONMHON NOTEPH AaHHLIX ayauTa
Wepapxuueckuid ona: HeT nog4MHeHHLIX KOMNOHEHTOB.

3aeucumocTti: FAU_STG.1 3awmueHHoe xpaHeHWe XypHana ayguTa

7.6.12.1 FAU_STG.3.1

®B0 gon¥HbI BLINONHWTE [HazHadYeHwe: delicMeURA, KOMOPLIE HYXHO nped-
MPpUHAMBL 8 cny4Yae s03MoXHO20 cb0A XpaHeHURs XypHana aydumal, ecnu XypHan

aynWTa NpeBbIlWAaeT [HasHaAYEeHWe: NPUHAMOoe o2paHuYeHuUEe].

7.6.13 FAU_STG.4 MNpepoTepalleHne NOTEpH OaHHbIX ayguTa

Mepapxuwqeckuid ans: FAU_STG.3 [elcTBUA B CNy4ae BOIMOKHOW NOTEPW AaHHBIX

ayoWTa

3aeucumocTti: FAU_STG 1 3awmuerHoe xpaHeHe xypHana ayauTa

7.6.13.1 FAU_STG.4.1

©BEO0 ponkHbl [Beibop (BeiBpaTe ogHo M3): «uzHOopupoeames cobeimus, nod-
aep2aouwuecs aydumys, enpedomepawams cobbimus, nodeepzawuwjuecs aydumy,
uckmovas npednpuHuMaeMele YNONHOMOYEHHLIM MOMib308ameneM co creyuans-
HbIMU Npasamuy, «3anuckleams Mogepx caMbiX CMapblX XpaqHuMbiXx 3anuceld ay-
dumax»] » [HasHaveHne: dpyzue delicMeuUsA, KOMOPLIE HYXHO NPeOnPUHAME & CNy-
Yae so3MoxHO20 cb0A XpaHeHus XypMana ayduma)] npu nepenonHeHWM WypHana

aynuTa.
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8 Knacc FCO: Cgeaab

Knacc FCO copepmuT ABa ceMelcTBa, CBA3aHHbIE C YBEPEHHOCTLIO B WOEHTHYHOCTM
CTOPOH, Y4acTBYIOWMX B OBMEHE OaHHBIMK: WOEHTHUYHOCTEKY OTNPABMTENA NepenaHHoM
wHibopMaLMK (QOKA3aTENLCTEO OTNPABNEHWMA) U WAEHTUHHOCTEI NOMYYATENA NepefaH-
HOW WHPOPMALWY (1OKA2ATENLCTBO NONYyYeHWA). 3TU ceMeldcTea oGecneyrBalnT, YTo OT-
NpaeuTent HEe CMOMET OTPUUATL akT oTNpaBneHs coobleHun, a nony4YaTens He CMo-

HET OTPMUATE (PaKT ero NONy4eH s,

FCO_NRO HeoTkaayemocTs OTNpaBneHMA 1 2

FCO_NRR HeoTkazyemocTb nNony4eHus 1 2

PucyHok 8 — flekomnoauuma knacca FCO «Crasbn

8.1 HeoTtkasyemocTk otnpaenenua (FCO_NRO)

B.1.1 XapakrepucTvKa cemMelCTBa

Cemericteo FCO_MRO obecnedvBaeT HEeBO3MOMHOCTE OTPMUAHWA OTNPABWMTENEM
wHipopmaumw dhakta ee ornpaenenwsa. Cemelicteo FCO_NRO copepswut TpeboeaHwe,
4Tobel PEO obecnewwnu metog npefocTaBneHuMa cybbexTy-nony4aTeno cBMAeTenscTBa
oTnpaeneHua WHMopMauWK. 3TO CBMASTENLCTED MOMET DblTe 3aTeMm BepudMUWpOBaHO

3TUM CyBLEKTOM WNK OpyTHMK cyDbeKTamu.
B8.1.2 PaHXWpOBaHWE KOMNOHEHTOB

FCO_NRO.1 «MabupaTencHoe 0OKa2aTenLCTEO OTNPaBnNeHuA» coaepxuT Tpeboea-
Hue, 4Tobel B0 npefocTasuny cybbEKTAM BO3MOKHOCTE 38NPOCHTL CBMOETENLCTBO OT-

NpaBneHA MHMOOPMAaLIWA.

FCO NRO.2 «lMpuHyguTensHoe OOKa3aTensCTEO OTNPaBneHWA» codepmuT Tpebo-
ganue, 4Tobel PEO Bcerna reHepupoBanu CEMOETENLCTEO OTNPABNEHWA NepegaBaemoii

WHpOpMaLmMA.
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